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Betyn. Choroani HiXTO He 3amepedyBaTHME, IO
1H(pOpMAITiiTHI TEXHOJIOT1i € HEOOX1THOI OCHOBOIO HAIIIO-
ro MaOyTHHOTrO. ICHyIOYa CHCTeMa MEAMIHOTO OOJIKY
BCe OibIlie HE BIJAMOBIAE CydacHHMM BHUMOTaM iH(pop-
Mariiaux cucreM (IC). OcHOBHI MPoOJIeMH MOKHA BH-
Pa3WTH B TEPMIHOJIOTII cucTeM iH(opMalliiHoi Oe3neKu:

1) KOH(DIACHIIHHICTD - METUYHI JaH1 He 3aXHUIIEH] BiJl
HECaHKIIIOHOBAHOTO YNTAHHS HE YITOBHOBAKEHUMH 0CO-
Oamu;

2) NUTICHICTD - 3aIMCH B MANEpPOBid MEIWYHIN KapTi
MOXYTh OyTH 3MiHEeH1 abo miapoOIeHi;

3) DOCTYNHICTH - NpaKTHKA MOKa3ye, IO KapTKA
MAIi€HTIB 9acTO BTPAYalOThCs, MO TOTO K BOHHU IOC-
TYIHI TUTbKHA B OJTHOMY €K3eMILISIPI;

4) CIOCTEePEKIIUBICTD - HE ICHY€E HISKOrO KOHTPOJTIO 32
3aIOBHEHHSAM 1 YHTAHHSIM 3aIHCIB 3 MEAWYHOI KapTKH
naui€exra.

Cepenr OCHOBHHX MPUHIIHITIB CTBOPSHHS Ta MOOYI0BH
cucremu «llepcoHabHUN €1EKTPOHHUI MEAUYHHM TTac-
nopT rpoMajsiHuHa Ykpainuy (IIEMIT) BuainuMo Taki:

- iHopmaniiina cucrema [IEMII cTBOproeThes 3 Me-
TOO 30epiraHHs Ta BAKOPUCTAHHSA MEAMYIHOI iH(OopMaIii
PO MAI€HTIB, MPUIOMY iH(POPMAITIS MOXKE OYTH Pi3HUX
¢dopmaris;

- IIEMII noBuHHa 3a06e3meuyBaT KOHMIACHIIIHHICTS,
IUTICHICTb, JIOCTYITHICTD 1 CIIOCTEPEKITUBICTD iH(MOPMAITii,
o 30epiraeTbes;

- inpopmariiitna cuctema [IEMIT oxorutroBatiMe Bce
HaceJIeHHs KpaiHu.

Inmumu cnoBamu, ITEMII noBuHHA oflep>KyBaTH Ta
30epiratv abCOIIOTHO MMOBHY iH(QOPMAITIFO PO CTaH 3/10-
pOB'st OyIb-AKOrO TpoMaJssHUHA YKpaiHu, 00'€KTUBHY
JIarHOCTHYHY 1H(POPMAIIII0, IO MOXKE MICTHTH B c001 He
TITBKH TEKCTH, ayie i 300pakeHHsI, aBTOMaTHYHE BHIi-
JIEHHS 00'€KTIB, BU3HAYEHHS SIKICHMX Ta KIJbKICHHX Xa-
PaKTEPUCTHK 3 MOJATBIIOK0 1X 1IeHTH(]IKAII€XO 1 KIacH-
(ikarri€ero 3a J0IOMOT0F0 CHCTEM PO3ITi3HABAHHS 00pa3iB.

Bararo cyyacHWX MeOWYHUX HPWIATiB (OPMYIOTH
pe3yabTar 6e3nocepeHbO B €IIEKTPOHHOMY BUTIIIAL. J{ims
3aXMCTy JaHUX BiJ i IpOOKH JTiKapro He0OXiHO BUKOPH-
CTOBYBaTH OCOOMCTHH €JIeKTPOHHUM U(POBHiL TimHC
(ELIIT), ocoOMCTy eIeKTPOHHY IeYaTKy JIiKaps 3 MOX-

JUBICTIO BCTAHOBJICHHS ITO3HAYKH Yacy I HaJaHUM
IiarHo30M. JlJIg 3aXHCTy JaHWUX Bil BHIIQIKOBOI BTPATH
B pe3yIIbTaTi aBapii yCTaTKyBaHHS a00 HABMIICHOTO 3710~
My 0asm manux (BJ[) Taki iHpopmaIiiiHi cucTeMu TO-
BUHHI PO3MIIIIyBaTHCS Ha TOOpE 3aXUIIEHUX CepPBEPax,
0 MalOTh 3aCOOHM PE3ePBHOTO KOIMIOBaHHS JTaHUX i
KYPHATIOBAHHS CTaHy.

ChOroJiHi Tako’k aKTHBHO IPOBOJUTHCA poboTa 31
CTBOpPEHHS €JMHAX MDKHAPOJAHUX CTAHIAPTIB B 00IaCTi
30epiranHs, oOMiHY W ONEpaTHBHOTO JOCTYIY IO Me-
IUIHUX AaHux. Bike mpuiinaro cranmapt ISO 13606-
1:2008 Health informatics. Electronic health record
communication. Part 1: Reference model - Etanonna
MOJZENb Tepenadi eneKTPOHHUX MEINIHUX TOKYMEHTIB
(3ammciB). OOrOBOPIOIOTHCS e YOTUPH YACTHHHU IIHOTO
cragaapty: ISO/DIS 13606-2 Archetype interchange
specification, ISO/DIS 13606-3 Reference archetypes
and term lists, ISO/NP TS 13606-4 Title missing, ISO/
CD 13606-5 Interface specification. IIpoBoguTbcs ak-
THUBHA po0O0TA 31 CTAaHAAPTU3AIIi TEPCOHATEHIX MAIIIH-
HUX HOCIiB MEIUYHHUX TaHUX (HAa CMapT-KapTax TOMIO).
bazoBi BuMoru, mio 3abe3neuyioTh iHGopMaIiiHy
CYMICHICTh TaKUX MPHUCTPOIB, BUCIOBJICHI B MIXKHAPO/I-
HoMy ctanmapti ISO 21549:2004 Health informatics.
Patient healthcard data. Part 1: General structure, Part
2: Common objects, Part 3: Limited clinical data, Part 4:
Extended clinical data, FDIS Part 5: Identification data,
FDIS Part 6: Administrative data, ISO 21549-7:2007
Medication data.

OTxe, MeJIMYHA aBTOMAaTU30BaHa iH(OpMaIliifHa CH-
cTeMa TIOBHHHA 3a0e3MeyrTH OOMIH KOH(IICHIIHHOO
iH(pOpMaIIi€lo 3 BHKOPUCTAHHSAM CYJYacHHX 3acO0IB Te-
JICKOMYHIKAIIii i eJIEKTPOHHOTO IU(PPOBOTO i ITUCY.

1. Ornap icHyru4Yux 3arpo3 6e3nekn PO3KPUTTA
ocobucToi iHdopmauii.

[IpocouyBaHHS KOH(}iAeHIIHHOI iHpOopMaIi Yepes
3HIMHI HOCI{ - OJIHa 3 HaWaKTyaJIbHINMX 3arpo3 IT-6e3-
nekn. Camoro HeOe3meuHoo 3arpo3oto IT-6e3mexu cro-
TOJTHI € BUTiK KOPIIOPAaTUBHHX NaHuX. [1po 1e oqHo3HaY-
HO CBimuuTh pociimkenHs xkommadii InfoWatch. Ha-
npukinii 2007 poky Oyno onurano noHasa 300 BeTHKUX
MANPHEMCTB Ta opraHizamii. Came Kpaaikka KOH(iIeH-
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iiHOT IH(pOpMAIIii XBIITIOE BITYM3HSHI I ITPUEMCTBA K-
HaitO1pme. Ha KopucTh Takoi TOYKH 30py BHCIOBHIIHCS
64 % pecnoHCHTIB, TOAI K Ha IIKIJUIABI KO 1 aTaKu
xakepiB Bkazamu nume 49 % 148 % BigmosigHo (puc. 1).
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Puc. 1. Haitre6e3neunimi 3arpo3u 1T-0e3mneku.

Jliis BUKpaieHHs KOH(DIeHIIIHHOT iH(opMallii y po3mo-
PAIKEHHI 1HCAalIepiB € IIija HU3Ka KaHAJIB repeaadi aa-
HUX: TIOIITOBI pecypcy opraHizatii, Buxija B IHTepHeT (BeO-
momTa, BeO-caiiT, (popyMH), 3BUUAKHI MOPTH POOOUNX
crannii (USB, COM, LPT), 6e3npotosi mepexi (Wi-Fi,
Bluetooth, IrDA). [IpoTte camum HeOe3NeUHHM KaHAIOM
BUTOKY BBa)KAIOThCS KOMYHIKAIIIHI MOXJIMBOCTI po0o-
YHX CTaHIIi{, ToOTo cTanaaptHi mopta (COM, LPT, USB),
pizni Tumu nipueoAiB (CD/DVD-RW, ZIP, Floppy), 6e3-
JPOTOBI Mepexi 1 Oyab-sKi 1HII 3acO0M 3HATTSA JaHHX 3
MIEPCOHATTFHOTO KOMITTOTepa 0e3 BHKOPHCTAHHS KOPIIO-
paTHUBHOI OIITH 1 KaHay [HTepHeT (pHc. 2).
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Puc. 2. HalinonynsipHilIi KaHaJd BUTOKY JaHUX.

CrypOoBaHICTh KEpIBHHKIB caMe IIUMH KaHaJIaMH BH-
TOKY MPOJUKTOBAHA, TEPII 3a BCE, 30LIBIICHOIO TOILY-

JSPHICTIO MOOUTFHUX HAKOIIMTYBAiB, IO IPOTSITOM OC-
TaHHIX POKIB CTAJIM JCIICBIIAMHU 1 OLTHIII TOMTUPEHUMH.

Ciizt 3a3HaYMTH, 0 BaXKJIMBI BIIOMOCTI YacTO BUSIBIISI-
IOTBCS 32 MEKaMH MEpPEKEBOr0 IIEpUMETPY TIPOCTO B pe-
3yJbTaTi OE3BIAMOBINATBHUX Ail mepcoHany Tak, meski
CHiBPOOITHUKH BBa)KAIOTh 3a Kpale OpaTu poOoTy 1010~
My, a00 TepenucyIoTh Tpr(oBaHy iHGOPMAITFO (JIOKyMEH-
TH) Ha TIOPTATHBHUI HAKOITIIYyBAa, 100 BUBYUTH iX Ha CBOE-
My HOYTOYKY Y BUIPSKEeHHI. [HITUMH clToBaMH, CITy>KOOBITI
KEpYIOThCS OJITariMH HaMipaMy, IO Ha MPAKTHI MOXKYTh
MIPU3BECTH JIO KOMIIPOMETAIIIT BITOMYNUX CEKPETIB.

Omxe, came mpoOiieMa 3aro0iraHHs BUTOKaM Ha PiBHI
POOOYHX CTaHITIH € CHOTOJTHI OJHIEIO 3 HAU3IIO00ICHHIIIHX.
MiHIMi3yBaTH I1i pU3UKH MOXHA a00 B paMKaX KOMILTEKC-
HOT0 ITIXO/Y, IO MPHITYCKA€E TEPEKPHUTTS BCIX MOMKIIUBHX
KaHaJIiB BUTOKY, 200 IIJITXOM peati3allii aBBTOHOMHOTO TIPo-
eKTy, IO TO3BOJIIE 3a0€3MEYNTH KOHTPOIb Haa 00iroM
BaXXJTMBUX BIIOMOCTEH TUTHKH Ha PiBHI pOOOYHMX CTAHIIIH.

2. Oco6auBOCTi TeXHOJOTII MPOEeKTYBaHHS Me-
auyHuX iHopmaniiinux cucrem i MEIL

[cHYe momMpena MOMmIIKa, 10 PO3pOOIICHHS BUMOT 10
CHCTEMH - [I¢ BCHOTO JIMIIE OAWHHWYHA (ha3a, M0 BHUKO-
HYETBCS 1 3aKIHUYETHCA Ha TOYATKy pO3POOIIEHHS IpO-
rpamHOro niponykty. [1oiOHa ifes - eTarmHOro BUKOHAH-
Hs poOiT, e KOXKHUI HACTYITHUN eTal He MOYHHAETHCS,
TOKH He OyJie 3aBepIlicHHI ToTnepeIHii, popMyBaiacs Tak
3BaHIM KacKaJHUM IIXOIOM JI0 PO3POOJICHHS CHCTEM,
110 Ha CHOTOTHINTHIN J€Hb TIOBHICTIO BUYEpIaB cebe [22].
[ToOynoBa GIITBIIOCTI CYyYaCHUX METUYHKX iH(OpMaIlii-
HuX cucrteM (MIC) 6a3yeThbes Ha CHIpaTIbBHOMY MTiIXO/I.

SIKVIM YIHOM TIPOIIEC IPOSKTYBaHHS BIUTMBAE HA 3MICT
BuMor? BodeBuap, BUMOTH, po3po0iIeHi Ha caMOMy TIO-
9aTKy IPOEKTY, TAK UM iHAKIIe BUKOPHUCTOBYIOTHCS i Ha
HOT0 OCTaHHHOMY €Talli.

Knacuuna V- Monens [27], 1110 onucye pi3Hi cTaii mpo-
eKTy, B OCHOBHOMY 0a3yeTbcsl Ha 3B'SI3KYy MK BUMOTa-
MHU ¥ X TeCTyBaHHAM (pHC. 3), OKa3y€e 3B'I30K BUMOT i
TECTYBaHHS Ha KO)KHOMY €Talli MPOCKTY.

OTxe, BUMOTH y 3araibHOMY BHIIIKy - Ie Oarato-
(YHKIIOHATLHUH JIOKYMEHT, MTOKIHKaHUN 3a0€3IIeYHTH
B3a€MO/II0 BCIX YYACHHKIB MPOIIECY TPOCKTYBAHHS: BiJ|
KepiBHHUKA MPOCKTY JI0 PSIOBOTO IHKEHEpA.

3riJiHO 3 MPUHIMIIAMY a0CTPaKIIii 1 IEKOMITO3HIIii BU-
MOTH TIOJUIAIOTHCS Ha JICKiIbKa piBHIB (Ta0m. 1).

VY nporeci po3po0sIeHHS BUMOT IMOTPIOHO YiTKO PO3-
MEXKyBaTH 00J1acTh MpooJieM 1 06nacTh pimeHs. HeoO-
X1JTHO, 00 J10 Tpo0ITeMHOT 001acTi OyJH BiHECeHi: (op-
MYJTIOBaHHS IPOOJIEM, MOJIENi BUKOPUCTOBYBAaHHS (TIpe-
HEeJeHTH), MPU3HAYCHI I KOPHCTYyBadya BHMOTH.
[MounHarouM 3 CHCTEMHHX BHUMOTI BCE IOBHHHE OyTH
BiJTHECCHO JI0 00JIacTi pillicHb.
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Ta6auust 1. OGiacTh nmpoOiieM Ta 00JIACTh PIllIeHb

PiBeH» BuUMOT O6nacTh Touka 30py MeTa
Bumoru kopucrysaua Ob6nactsb Kopucrysau Bu3HaYaOTh - 4Or0 KOPUCTyBauy Oaxae
npobiaem (mpencTaBHUK JoMorTHcs 3a gonomoroto IC, mo
3alliKaBJIeHOT crBoproeTbes. Cuij yHukatu GopMmyroBaHHS
CTOPOHU) KOHKPETHUX pillleHb
CucteMHi BUMOTH O6nacTp pilleHb Amnanituk AOGCTpakTHO BU3HA4ae - K cucremMa Oyne

3aJI0BOJIBHATH BUMOI'M KopuctyBauiB. Cuix
YHUKATH TOYHOrO ONHUCy peajizauii pilmeHs,
10 MPOMOHYITHCSA

CucremHi cneuudikanii | Obnacts pimeHs

ApxitekTop

Bu3Hauae - K apxiTekTypa cucTeMu Oyne
3aJ0BOJBHATH CHCTEMHHM BUMOTaM

TyT HE0OXiTHO 3BEPHYTH yBary Ha IPUHITAI a0CTPaKIIii,
SIKOMY CJIIJTyIOTh TIPH OIMHUCI TIPoOIIeMHOT 00JacTi.

[lepBuHHE (OPMYTIOBAaHHS MOMIIUBOCTEH CHCTEMHU
MICTHTB TUTBKH T, III0 HEOOX1THO JIJIs BU3HAUCHHS (OITH-
Cy) mpo0JIeMH, 1 He MICTHTh HIUOTO, 1[0 BU3HAYAE KOHK-
peTHi pimreHHs. lle mae cBoOOMy CHCTEMHHM iHXKEHE-
paM o0 3HaX0KEHHS HAaHKpamoro pimieHHs mpooie-
MH, OCKUTbKH IH)KEHEep He 3B'S3aHUN Harnepea HisTKUMH
IIEBHUMMU 1JI€SIMU.

Toit ske TIPUHIIKAIT 3aCTOCOBHUM 1 IO CHCTEMHHX 1HXe-
HepiB (AHATITHKIB), K1 [TOBUHHI 3QJIAIIIATH CBOOOTY apXi-
TEKTOpaM JJIsl BUKOHAHH iX po0OTH, IO MOJITac B 3Ha-
XOIDKEHHI KPaIoro CHCTEMHOT'O PillieHHS ISl a0CTpaKT-
HUX CHCTEMHHX BUMOT. EleMeHTH peartizaitii, CTBOproBaHi
Ha eTarti (DyHKIIIOHATLHOTO MOJICITFOBAHHSI HA BEPXHBOMY
PiBHI BUMOT, HE TTOBHHHI MICTUTH JeTaJiel, Mo OyayTh 1
MTOBMHHI BI3HAYATUCS HA HACTYITHAX CTALsX.

BincyTHICTB 9iTKOTO PO3ALICHHS MiXK POOJIEMaMH 1 pillieH-
HSIMH, MOKE TIPI3BECTH 10 TAKUX HETATHBHUX HACTIIKIB:

- HEJOCTaTHE PO3YMIHHS ICHYFOUUX MPOOIIEM;

- HEMOXXIJIMBICTh BU3HAUCHHsI MeXi (Macmitad) cuc-
TEMH 1 PO3yMIiHHS TOTO, SIKAH (DYHKITIOHAJ TOBUHEH JI0
HE1 BXOJUTH,

- JTOMiHYBaHHS PO3POOHHKIB 1 BAKOHABIIIB Y JAUCKYCISX
PO CHUCTEMY, OCKUIBKH €JHUH OIHC, ICHYIOUHH TSI CH-
CTeM, OIHCYe ii B TepMiHaX peaizallii, a He y GopMyJTo-
BaHHIX MpodIeMm;

- HEMOXXITHBICTh 3HAXOKEHHS HAHKpAIIoTo PilleHHs
gyepe3 0OMeKeHHsI CBOOOHM Y BUOOPI pillIeHHS.

3 ypaxyBaHHIM AEKOMITO3HIII] CIIPOIIEHIH IPOIIEC PO3-
POOJICHHS BUMOT TIPENICTABICHO HA PUCYHKY 4.

Jlis Mojened TpoleciB BUKOPUCTaHI Taki rpadidHi
SJIEMEeHTH: 32 IOTIOMOT'OI0 KpyTY (OBaITy) M03HAYeHi IIpo-
[IeCH, 3a IOMOMOTOI0 NPSIMOKYTHHKA IO3HAYCHI NaHi,
CTPIJIKH YKa3yIOTh Ha CyTh OIlleparlii 3 JaHUMH - JIaHi
YUTAIOTHCS 200 3amicyloThCa. To0TO pUCYHOK 4 mmoKa-
3ye, IO IPOIeC PO3POOICHHS MTPU3HAYEHIX IS KOpHC-
TyBaya BUMOT YHUTAa€ (OTPUMYE) (pOpMYITIOBaHHS MOTPEO
KOPHCTYBaYiB i 3amucye (BUPOOJIsie) mpHU3HaUeHi s KO-
puctyBada BuMord. Kpim mporo, mporec po3po0ieHHs
MpU3HAYCHHX [T KOPHCTYBada BUMOT BHPOOIISIE | IUTAE
(BUKOPHCTOBYE) MOJEIb 3aCTOCYBaHHS.

[Ipouec po3pobiaeHHS BEUMOT MOBHHEH OOOB'SI3KOBO
BPaxOBYBATH IPOIIEAYPH MEPEBIPKA BUKOHAHHS BIMOT 1
MOJKJIMBICTh BHECEHHS 3MiH Y X1 po3po0ieHHs. Bimmo-
BiJJHa cXeMa IIpoLeCcy IpeICcTaBIeHa Ha puc. 5.
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[Iponec mo4ynHA€ETHCS 3 HEOOXITHOCTI Y3TOJKCHHS
BXiJiHOT iH(popMaIlii (BUMOT) 13 3aMOBHHUKaMH, III0 3HAXO-
JSIThCSI HA PIBEHb BHIIIE.

Ha npyromy erarri He0OXiTHO IPOBECTH aHAI3 BX1THOT
1H(pOopMAaIIii 1 3po3yMiTH, sK 3 Hel o/iepKaTh BUXiAHY (TI0-
XiHy) iH(opMariro. SIK TUTBKH MOX1THI BAMOTH CTal0Th
B JIOCTaTHIH Mipi c(hOpMOBaHUMH, HEOOXITHO PO3IOYH-
HATH iX y3rODKEHHS 3 BAKOHABIISIMH, 10 IPALIOIOTH HA
HACTYITHOMY PiBHi.

CTBOpeHHS 3B'3KiB Mi’K BHMOTaMHU.

Y KOHTEKCTI po3pOOJICHHS BUMOT CTBOPECHHS i aHai3
3B'13KiB HEOOXIJTHI, B TIEPIILY Yepry, JJIs PO3yMIHHS TOTO,
SIK BAMOTH BUCOKOT'O PiBHS - 3araJibHi IIiJTi, 33/1a4i, o0a-
KaHHs, MepeadadyBaHi OUYIKyBaHHS, MOTpeOHW TOIIO -
TpaHc(HOPMYIOTHCS Y BUMOTH HU3bKOTO piBHs. OTiKE, B
OCHOBHOMY, 3B'SI3KM TIOTPIOHI MK Pi3HUMH PiBHIMHU
iHdopMarii.

BUKOpHCTOBYBaHHSI 3B'13KiB MOKE HA/IATH TaKi BUTO/IH:

1. YIieBHEHICTh y OCATHEHHI Iiiyieil. BeraHoBieHHs
3B'3KIB 1 (popMaizailis iX KOHTPOJO MPU3BOAMTH JIO
YiTKOTO PO3YMIHHS TOTO, K CaMe JOCATAIOTHCS IIiJIi.

2. MOXUTHBICTB OLIIHKY BIUTUBY 3MiH. ICHyBaHHS 3B'S3KIB
MiXK BAMOTaMH Ja€ MOXIHUBICTH IPOBOIUTH Pi3HOTO
POy aHai3 BILTUBY 3MiH, [0 BHOCSTHCS.

3. MOXJIHMBICTh OILIHKM BHECKY IMiJIPSTHUKIB 1 CyO-
MiAPSATHAKIB, TOOTO OIIHIOBAHHS YaCTUHU pOOOTH, MO
3a TIPOEKTOM 1i BHKOHYFOTb 1HIII OpraHi3ailii.

4. MOXITUBICTH KOHTPOJTIO XOJIY TIPOEKTY # OL[IHIOBaHHS
00csTiB BUKOHAHOT po00TH. 3a3BHUaii OyBa€e Myske BaXKKO
OLIIHUTH BUKOHAHY BaMU POOOTY SIK YACTHHY 3araibHOTO

Monsacearanscrme
Tpebopannn

AHANMI BMARKEMA

Puc. 6. 3B's13ku MK
BUMOTaMH.

MEOWYHA IHO®POPMATUKA
TA IHXEHEPIA

00csTy poOIT 3a IPOESKTOM, THM OLIBIIIE SKIIO cama po-
00Ta IMoJIsATae B HAIMCAHHI 1 peJaryBaHHi JIOKYMEHTIB.
BuxopucToByBaHHS 3B'S13KiB 103BOJISIE JOCTATHBO TOYHO
BHMIPIOBATH MPOTPEC HaBITh HA PaHHIX €Tarax MpOeKTy.

5. MOXIIUBICTh 3iCTaBISATH BUTPATH 1 BUTOy (BH3HA-
YaTH €KOHOMIYHY e(EeKTHBHICTH, JONUIBHICTB). OIHO-
3HAYHUH 3B'130K MK BHMOTaMH i ICBHUMH KOMITOHCH-
TaMH CHCTEMH JI03BOJISIE BU3HAYATH BUTPATH 3 IEpe.-
0ayyBaHUM MO3UTHBHUMH ¢(DEKTOM Bif iX peaizaiii.

3B'3KK MK BUMOTaMH 3a3BHYail MalOTh THII «0Oara-
TO XTO JI0 Oararo koro» (puc. 6). OHa BUMOTa HIXKHBO-
ro piBHA MOXe OyTH IMOB's3aHa 3 JEKiJIbKOMa BUMOTa-
MU BUIIOTO PiBHSA, i HABMAKU. B mpocToMy K BUIAIKY
3B'SI3KM MOXXYTh BCTaHOBJIOBATHUCS MK Pi3HIMHU BUMO-
raMu, aje OJHOTO PiBHS.

CTpinky Ha JIIHIAX 3B'A3KY Ha PUCYHKY 6 MPOCTaBIIS-
IOTBCSI BUXOJISTIHM 3 KOHKPETHOTO MpaBUIIa - CTPiSIKa 3aB-
KM yKa3ye HampsM J0 JpKepena iHpopmartii. [Hmamu
CJIOBaMH, SKIIO OTHA iHQOPMAIIisl «BHTIKAE» 3 IHIIOT, TO
3B'130K MOBUHEH OYTH HAaNpaBICHHUH Bill MEPIIOTO 0
npyroro. /1y Takoro mpaswia € Bl IPHIUHHA:

- 3a3HAaYCHHU (HOPMAT CTPIJIKHU YaCTO BIAMOBIIAE XPO-
HOJIOTTYHOMY TOPSKY TOSBU 1H(POPMAIIIT - 3B'SI30K 3aB-
KM yKa3ye Ha iH(opMalliro, o iCHyBaJia paHilie;

- Jy’Ke 4acTo IIe BIJIMOBIZAE TAKOXK 1 TIpaBaM Ha BOJIOA-
1HHS 1H(OpPMAITIEI0: OJHIH JTFOIMHI HAJIeXKATh 3B'SI3KH, 10
«BUTIKAIOTh 3 IOKYMEHTA, 1HIIIH - Ti, IO TUTEKW BXOST.

s miaTpUMKH Tporiecy poOOTH 3 BUMOTaMH 3aCTO-
COBYIOTBCS Pi3HI METOJIM aHaJi3y 3B'A3KIB Mi)kK BUMOTa-
Mmu (Tadm. 2).

FIpHeMOSHIE TRCTH
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Ta6auust 2. MeTtoau aHami3y 3B'sI3KiB BUMOT

Mertona aHamizy Omnuc

IIpouec, Mo MiATPUMYETHCA

AHani3 BIJIUBY

BUMOTY ?»

AHani3 BXiZHUX 3B'A3KiB 3 METOI0 BiAMOBiAi Ha
nutanHs: «ll{o cTaHeThCs AKIIO 3MIHHTH JaHy

IIpouec 3MiH

AHani3 Hacuiakis

AHani3 BUXiIHUX 3B'A3KiB 3 METOI BiAmOBixi Ha
nutanHs: «Hawm ue nificHo moTpi6HO?»

AHani3 eKOHOMIYHOI IOLIABHOCTI

AHani3 mOKpUTTS

AHani3 3B'SA3KiB 3 METOX BIANOBixi HAa NUTaHHSA
«Bce BpaxoBaHO?» SIK MpaBUIO0 BUKOPHCTOBYETHCSA
JUIsL OLIHIOBAaHHS mporpecy poboTu

IIpoexkTyBaHHsA. 3BiTYyBaHHS

AHaJi3 BIUIMBY JJa€ MOKITUBICTh OLIHUTH, Ha AKi 1HIIT
€JIEMEHTH TIPOSKTY (HUKHBOTO PiBHS) BIUTMHE 3MiHA B
JAHOMY KOHKPETHOMY €JIEMEHTi. A OCKINIbKH 4acTo
BILJIUB OJIHOTO €JIEMEHTA Ha IHII Ma€ BITHOCHUH Xapak-
Tep, TOMY KOJKHOTO Pa3y BHECSHHS 3MiHH, SKIIO Ie He-
00X1THO, TPU3BOIUTH JIO JCTATHHIIIONO aHAJI3Y TOTO, YH-

TOPKHETHCS JIaHA 3MiHA IHIIMX EJIEMEHTIB MPOCKTY Yn
Hi, 1 K0 TOPKHETHCS, TO HACKIIBKH CHIIBHO.

AHaJIi3 HACNIJIKIB TPAITIOE B TPOTHIIC)KHOMY HaTIPSIM-
Ky aHaJTi3y 3B'sA3KiB. AHATI3YIOThCS CIEMEHTH HUKHBO-
'O piBHS, HAITPHUKJIA], 3MICT BUMOTH, YaCTHHA CTIeU(i-
Kamii abo pe3yNbTaT TeCTy, a MOTIM 3a JOIOMOTO0
3B'I3KIB TIEPEBIPSETHCS HOTO BIAMOBIIHICT OJHOMY 3
€JIEMEHTIB BHIIOTO PiBHS.

Bce nu
TpetoBaHna
Mors3osaranseKke IES
TpeBoBaHms  TpeGosarmAMm

S YpOBHS HW¥e?

Bce nu
TpetosaHua
NOKPLIBAKTCA
TECTAMU?

EjleMeHTH HWKHIX PIBHIB, SKIIO BOHUA HE MalOTh Hisl-
KHX 3B'S3KIB «BrOpY», HMOBIPHO, JIMIIE 30UIBIIYIOTh BUT-
paTH i He MPUHOCATH HiSIKOT KOPUCTI.

JIiis aHANI3y BXIMHUX 3B'A3KIB 3aCTOCOBYIOTH aHAII3
nokpuTTs (prc 7). BiH 103B0JIsE MTEpEBIpUTH 3B'S30K BH-
MOT BHCOKOTO PiBHS 31 crierudikaIisiMi HalO1IbIT HU3b-
KHX PIiBHIB 1 TecTaMH. BificyTHICTh TaKUX 3B'S3KIB CBLTINUTH
Ipo Te, 110 BUMoOTa He Oy/ie 3aJ10BOJIcHa (BUKOHaHA) a00
nporectoBaHa. [Ipore W HasBHICTH 3B'SA3KiB, CAMHUX IO
co0i, He JTae TapaHTii, 110 BUMOTa OyJie 33]J0BOJIeHA 1 ITPo-
TectoBaHa. JIJis IEpEeKOHAHHS B OCTAHHBOMY CJIiJ] JIOJa-
TH 3HAHHSA 1 IOCBIJI MPOEKTYBAILHUKA CHCTEMH.

AHaJIi3 TOKPUTTS TAKOX 3aCTOCOBYETHCS JIJIS OIIIHIO-
BaHHS MPOTpecy poOOTH - TOTO, HACKIIBKU CHCTEMHI

MNpuemoursie TECTH

CHCTEeMHBIE TECTLI

WHTErpauroHHbIe TecTE

MogyneHele TecTk!

Puc. 7. Ananis
MTOKPHTTSL.
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IEDKeHEepH TIPOCYHYJIIHCS B 33I0BOJICHHI BUMOT KOPHCTY-
BadiB.

VY mporieci po3po0iIeHHs KOKHA CHCTEMHA BUMOT'a 3B's-
3y€ThCS 3 TUMH MIPU3HAYCHUMH JJIs1 KOPUCTYBada BUMO-
ramu, JUIsl 3aJOBOJICHHS SKHX BOHAa i NpHU3HAUYCHA.
BigmiTEMO Take: SIKIIO YCTAaHOBKA 3B'S3KiB BiI0OYBA€ETh-
cs1 Oe3nmocepenHbo B IMPOIECi HAMHCAHHS CHCTEMHUX
BUMOT, TO TOTpeOye HEBEIMKUX IOJATKOBUX BUTPAT Y
MOPIBHSHHI 3 THM, KOJIM BCTAHOBJICHHSM 3B'SI3KiB 3aii-
MAIOTBCS BXKE MICI MPU3HAYSHHS BIMOT SIK JIJIsI KOpHC-
TyBada, TaK i CHCTEMHHX.

Toit sxe caMHid IPUHITUIT MOXKe OYTH BUKOPUCTAHUH JUTSI
BUMIPIOBAaHHS IIPOTPECY pO3poOIICHHS TUIAHIB TECTYBaH-
HA. BiJICOTOK TOTOBUX IUTaHIB TECTYBaHHS MOXE OyTH
BU3HAYCHUH 5K BIJICOTOK TIOKPUTTSI BUMOTH TECTaMH.

Po3ristHyTI TUIIM aHali3y 3B'A3KiB J03BOJSIOTH 3pO-
OWTH BECHOBOK IIPO iX KIIFOYOBE 3HAYCHHS B IIPOIIECi PO-
00TH 3 BUMOTaMH.

Poms BuMoT B cdepi 3abe3neuenns oesmeku IC.

He icHye ckimagHUX cucTeM, o Oy 6 Oe3MeYHUMH.
CKIIaZHICTD - TOJIOBHUH BOPOT O€3MeKH; BOHA ITPAKTH-
HO 3aBXKIM BUPaKA€ThCS B KUTBKOCTI JOJATKOBHX 3a-
c00iB, MOXKJIMBOCTEH 1 TapaMeTpiB, JOCTYITHUX KOPHC-
TyBady MPOTPaMH.

Hampuknaz, € IC 3 20 mapameTrpamu, KOXeH 3 SIKUX
MOke OyTH BKJIIOUEHO a00 BHMKHEHO, IO MPUIYCKa€e
HasBHICTH OUTbIIIe MUTbHOHA PI3HUX KOHQITYpaITii mpo-
rpamu. s mepekonaHHs B mpanesnatHocti IC crix
MPOTECTYBATH JICKiJbKa HAWOIIbII OYIKYBaHUX KOMOI-
HaIlil TapamMeTpiB. A Ui MepeKOHaHHs B Oe3meli cuc-
TEMH HEOOX1THO OI[IHUTH KOKHY 3 MUJTbHOHA MOKITHBHX
KOH(DIrypariiif i nepeBipuTH CTIHKICTD ITUX KOH(Iryparii
710 KO>KHOTO 3 MOKJIMBUX BHIIB atak. OCTaHHE 3BUYAl-
HO HEMOXKJITMBO. 3a3BHUYai KiIbKicTh nmapametpis IC Ha-
Oararo mepeBuinye 20, KpiM TOTO, CJiJI BpaxOByBaTH
3MiHHE CEpEIOBHIIIC.

OTxe, abCONMOTHO Oe3NEeYHUX CHCTEM HE iCHYE.

ToMy BaKJIMBO 3HATH, IO CJiJ] 3aXUCTUTH Ta SKi 3ar-
po3u € akTyanpHUMHE [Tt 1aHoi [C.

SIk mpUKITa] HEBIAIO CHCTEMH 3aXHCTY MOXKHA TIPH-
BECTH TPOTOKOJ 3aXUIICHAX CIEKTPOHHHUX TPAH3aKIIiH
(Secure Electronic Transaction - SET), sikuii 3actoco-
BYETBCS [UTS 3aXHUCTY €IEKTPOHHUX IUIATEXKIB, BUKOHY-
BaHUX B Internet 3a JOTOMOT0I0 KpeaUTHHUX KapT. OmHa
3 ocobmmBoctel npotokomy SET monsirae B mudpyBanHi
HOMeEpa KPeIUTHOI KapTH, 00 3JT0BMHCHIUK, IIO Tepe-
XOIUB HOMEp, He MIT Horo ckormitoBaTh. J[pyra x 0co0-
JIMBICTb, KOJIM HABITH NIPOIaBens He 0aunTh HOMepa Kpe-
IUTHOI KapTH TOKYIIISL, HabaraTo MEHII BIaa.

JlesiKi poaBIli BHKOPUCTOBYIOTH HOMEPH KPEIUTHHX
KapT Ul TIOMIYKY BiIOMOCTEH Mpo MOKymms abo ist

MEOWYHA IHOOPMATUKA
TA IHXEHEPIA

CTSTYBaHHS 3 HHOT'O JONATKOBHX 300piB. CHCTEMH eiek-
TPOHHOT KOMepIlii OyJTi 3aCHOBaH1 Ha MPUITYIICHHI ITPO Te,
IO y MPOAABI € JOCTYI IO HOMepa KPEeAUTHOI KapTH
MOKYTII. 3p03yMiso, 3a00pOHUTH IIeH TOCTYI Hepeab-
HO. B pesynbTati B crienuikaliii mpoTOKOIy BKIIOYCHA
MOJJIMBICTh BIANPABIIATH B 3alIM(pPOBAHOMY BHIJISII
HOMEp KPEIUTHOI KapTH JBidi - 10 OaHKY i 0 MpoJaB-
14, o0 y MpoAaBIld TeK OYB HOMEP KPETUTHOI KapTH
TIOKYTIIISL.

HagiTe He AUBISYKMCH Ha HASBHICTH TAKOI MOKIUBOCTI,
nporokon SET moOymoBaHO Ha BHpIMIEHHS a0COIIOTHO
1HINOT TpoOJieMH. B O1LIBIIOCTI BUMTAIKIB HOMEPH KPEIUT-
HUX KapT KpaayTh 30BCIM He Iij yac iX mepenayi Bix mo-
KYyHIIS TPOJABINO. 1X KpamayTh 3 6asH JaHUX MPOIABIIS.
SET sxe 3axuiae iHhopMaIlio TUTBKH ITiJ] Jac if mepenadi.

Hagenenuit npukian 1eMOHCTPYE HEOOXiHICTh CHC-
TEMHOT'0 TiJIXOMy 0 moOymoBu cuctemu Oesmeku IC.
HeMoxmmBo KokeH 3aci0 Oe3MmeKu po3risigaTH OKpPeMo,
HEeoOXiTHO BpaxyBaTH HOTO BILIMB HAa BCIO CHCTEMY B
misioMy. | HaroJIoOBHIIIE - SIK 1 Y BUMAKY PO3POOIICHHS
¢yskmionany IC, mpu po3poOIii cucTeMu Oe3MmeKn CItij
YiTKO BU3HAYHTH, JJI YOTO I pOOUTHCS, SAKI came pe-
CYpCH IIJISTal0Th 3aXKUCTY 1 SKUH piBeHb OE3MeKH T0-
BUHEH Oyt 3a0e3neuennii. HekoHTpoboBaHe i JBHIIICH-
HS PIBHS 3aXUCTY OKpEMHX OO0'€KTIB MOXE IPH3BECTH
JI0 3HUIICHHS PIBHS OC3MEKH CHCTEMH B IILIOMY.

Aymenmuixayis  Kopucmysauis.

3riJiHO 3 BU3HAYCHHAM, ayTeHTU(IKAIIs KOPHUCTYBada
(AK) - e mepeBipka TOro, 4u JiHiCHO KOPHCTYBAY € THM,
3a KOro BiH cebe BUaaec.

daxiBIii 3 iHPOpMAIIHHOT Oe3NeKH KIaCH(IKYIOTh Pi3Hi
METOJIM ayTeHTH(IKAIIii BIIIIOBITHO /IO BIIMITHHX Xapak-
TEPUCTHK. [CHYIOTh TPY TUITH YNHHHKIB ayTEHTU(IKAITIT.

HaniitHimoro Ta 3pyYHIIIO y 3aCTOCYBaHHI BBAXKAETHCS
TEXHOJIOTIs ayTeHTU(IKAIIIT, 0 3aCHOBaHA HA BXKHBaHHI
ELIT. 15 11b0ro BUMAara€eThcs COYaTKy OJIepKaTH -
POBUIA cepTH(]IKAT KITF0Ya €JIEKTPOHHOTO i ITUCY.

EsrexTponHuid 1ipppoBHH TiIIKC - OIMH 13 CEpBICiB 0e3-
TIEKH, IO JOTIOMarae BUPIIIYBaTH 3aBJIaHHS IIUTICHOCTI,
JOCTYITHOCTI Ta HEBiIMOBHOCTI aBTOpcTBa. /IS MOBHO-
IIHHOTO (DYHKIIOHYBAHHS EJICKTPOHHOTO ITU(POBOTO ITiITH-
Cy HEOOXIJTHE CTBOPEHHS PO3BUHEHOT IHPPACTPYKTYPH, IO
BiJIOMa sIK 1H(QpacTpyKTypa BIIKpUTHX KiItodiB abo PKI
(public key infrastructure). Ilix nuM TepMiHOM pO3yMi-
€THCsI TOBHUH KOMIUIEKC IIPOTPaMHO-aMapaTHIX 3aco0iB,
a TAaKOX OpraHi3aIliiHO-TEXHITHHX 3aX0/1iB, HEOOXITHHX IS
(YHKIIOHYBaHHS TEXHOJIOTII 3 BIAKPUTHMH KIFOYaMH.
OCHOBHUM KOMITOHEHTOM 1H(PACTPYKTYpPH € BIIaCHE CH-
cTeMa YIpaBJIiHHS U POBUMH KITFOUaMH 1 cepTHdikara-
MH. AcuMeTpHYHa KpHnTorpadis qormoMarae BUpinyBa-
TH 3aBJIaHHsI 3a0e31eYeHHS KOH(ICHIIMHOCTI, ayTeHTH-
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(iKarii, iTiCHOCTI 1 TOCTOBIPHOCTI iH(popMartii. Po3risHe-
MO JIESIKI 3 TTOHATH JOKJIAJIHILIIE.

B acumeTpuuHii kpuntorpadii 3acTOCOBYEThCS JBa
THITH BIZIMIHHUX OJIMH BiJT OfHOTO KirouiB. [eprmid, my6 -
JYHUH KITI0Y, BAKOPHCTOBYETHCS IS TOTO, 00 BUKOHA-
TH "my0uivHi onepaii” (Hanpukiaz, mudpyBaHHs, epe-
BIpKY 1 miaTBeppkeHHs nocropiprocti ELIT). Jpyruii -
BIJITOBIITHO, 3aKPUTHIA KITFOY - BUKOPHCTOBYETBCS TS "'3aK-
puTHX orepartiit" (HanpukiIaa, po3mmppyBaHHs, TeHepa-
mist ELIIT). To6To, Bce, 110 3ammppoBaHo 3a JOIOMOT OO
MyOJIIYHOTO KITI0Ya, MOXKe OyTH po3niudpoBaHo 3a J010-
MOTOI0 3aKpHTOro abo ceKpeTHoro Kimoda. Taka cucTe-
Ma JIO3BOJISIE HE TUTBKH YHHKHYTH HEOOX1THOCTI NITUTHCS
CEKPETHOIO (KITFOUOBOI0) 1H(POPMAITIETO 3 1HIITUMHU KOPHC-
TyBauaMH, ajie i 3a0e3MeUNTH TaKy BaXKIIHBY BIACTHUBICTh
iHdopMarii, K HEBIIMOBHICTh KOPUCTYBaua BiJl aBTOp-
ctBa. OCKUIBKY TUTHKA BIACHUK 3aKPUTOTO KITFOYa B 3MO31
peai3yBaTH BiIIOBIIHI MPOIICAYPH.

[HdpacTpykTypa BiTKpUTHX KITFOUIB, 10 0a3y€eThCS HA
3aCTOCOBYBaHHI cepTH(iKaTiB (BU3HAYAIOTH BIACHUKIB
3aKPHUTHX KITFOUIB 1 iX TOBHOBAXKEHHST ), TIO3BOJISE CITIBBITHO-
CUTH IMyOJTiYHI KJIFOUi 3 1X BiacHHKamu. lle 6e3ymMOBHO
Ba)KJIMBO, OCKUTHKH ITPH KpANITOrpadivHOMY TIepeTBOPEHHI
TIOB1IOMJICHHS BUPIIIIATEHUM YHHHUKOM € HasIBHICTB ITy0-
JIYHOTO KJFOYa, 10 HAIEKUTD JICTAIFHOMY OJICpKyBady,
a He OyJIb-sIKii «ITiIcTaBHii» 0cobi. OTxke, TexHooris PKI
IO CYTi € CIOCOOOM OE3MEeYHOTr0 PO3IMOILTY MyOIITHHX
KITIOYiB. 3a aHAJOTIYHOIO CXEMOKO TICNsi OTPHMAaHHS
MIINACAHOTO JOKYMEHTa € MOXIIHBOIO IIEpEeBipKa iIeH-
THYHOCTI 0COOH, SIKa IMiJITHCaTa TOKYMEHT.

[HImIIIMA, HEe MEHII BaXKITHBUMH CKJIaJJOBUMH aCHMET-
pr4HOI KprnTorpadii € yrpaBIiHHS 3aKPUTHMH KIIFOYa-
MH, a TaKO>K ITUTAHHS 30epiranHs KIFOUiB.

[To cyTi, enuHMI crOciO rapaHTyBAaTH MLTICHICTH €IEKT-
POHHOTO TOKYMEHTA TIOJISITa€ B TOMY, IO ITiITACATH KOXK-
HE TIOBIJIOMJICHHS CIICKTPOHHUM IH(POBUAM MiIIMTHCOM,
OCKIJIBKH KPUTHYHO BaxkrBoto BiactuBicTio ELIIT € He-
BiJIMOBHICTb. [HIIIIMHU CITOBaMH, SIKIIO ITiAMACAHAN JOKY-
MEHT oJiep>kaHo, TO MiAIMUCYoYa 0coba He MOXKE ITi3HIIIe
3amepeuyBatd (akT migmpcaHHa HoKymeHTa. OTxe,
BIANIPAaBHUK HE MOYKE BIIMOBUTHCS BiJI JOCKOHAJION Jii. Taka
BJIACTUBICTH JJO3BOJIIE BHKOPHUCTOBYBATU IOKYMEHTH,
mianucani 3a gonomororo ELII, sk noka3oBy 6a3y B ¢y,

1 3a0e3medye HeCKacOBaHICTh TOCIAHNX O €JIEKTPOHHIH
TIONITI 3aMOBJICHb a00 PO3MOPSIKEHb.

BaxnmBoro 001aCTIO BXXMBAHHS aCHMETPUYHOL KPHII-
Torpadii € Takoxx ayTeHTHdiKaIis. Hanpukian, mpu BXoi
B orepalliitny cucremy Microsoft Windows 3a cMapT-kap-
TOK0 KOPUCTYBad BiNPABIISAE 3aUT HA ayTEHTHU(IKAIIIIO,
MiAMACAHUHA CBOTM 3aKpUTHM KJTFOueM. Y BiIIIIOBIIb BiH
OTPHMYE BiJl cepBepa PEKBI3UTH ISl TIOCBITYCHHS 0COOH

(ticket granting ticket - "KBHTOK, IO HaJla€ KBUTOK" B -
TepmMiHoorii Kerberos), mo 3ammgpoBani 3a JOOMOT 010
HOTr0 BIIKPHUTOTO KITIOYA 1 IUTS pO3IU(PYBAHHS KX 3HO-
By HOTPiOHO 3aCTOCYBATU 3aKPUTHH KITIOY. ACHMETPUY-
Ha KpUnTorpadis € HeBiI'€MHOIO YaCTHHOIO MPOTOKOIY
MepexHoi ayrenTrdikari TLS/SSL.

Xoua KOKEH 3 IONATKIB IT0-CBOEMY BUKOPHUCTOBYE BiIKPH
THH 1 3aKPUTHH KITFOYi, BC1 BOHH BUXOJIATH 3 OJTHOTO MOJIO-
YKECHHS - KOOKEH KOPHCTYBaY, KOYKeH YIaCHUK OOMIHY iH(Op-
MAIi€lo € €AUHIM BOJIOJapeM CBOTO 3aKPUTOTO KITIOUA.

Jis1 3a0e3neueHHs Oe3MeKH 3aKPUTHX KITFOUiB CHOTOTHI
HalJacTillle BAKOPUCTOBYIOThCS TaKi IMiXOIH:

* mporpamHi cxosuina (Software token) mpusHayeHi 115
30epiraHHs 3aKpUTHX KIIOYiB HA JUCKY KOMIT'IOTEpa,
HaiigacTime - B 3amudpoBaHomMy Burisimi. [Ipuknana-
MH pealizaiii JaHOTO IIJIX0Ay € KPHIITOIpoBaiaep
Microsoft Enhanced CSP, mo BXoauTh 0 CKJIaay orie-
paniiinoi cucremu Microsoft Windows abo Opaysep
Mozilla/Netscape;

* armapatHi npuctpoi (hardware token) mpu3Ha4YeHi ISt
30epiraHHs 3aKpUTHX KIFOYiB 1 BAKOHAHHS KPUIITOTrpa-
(hIYHMX oTIepalliid, 0 BUMAratoTh BHKOPHCTOBYBAHHS 3aK-
purtoro kmova. Haitmommpenimumu B CHJJ mpencras-
HUKaMH IIPHCTPOIB JAHOTO Kiacy € cMapT-kapth 1 USB-
kirodi e€Token PRO, mo nmo0ynoBaHi 3 BUKOPUCTaHHIM
MIKpPOCXeM CMapT-KapTH;

* pero3uTapii (credentials repository) - BUIIEHI cep-
BepH, NIPU3HAYEHI (4acTo Cremiani3oBaHe anapaTHe 3a-
Oe3reveHHs ) A1 IEHTPaIi30BaHOTO 30epiraHHs 3aKpH-
THX KIIOYiB JEKUIbKOX KopHCTyBauiB. J[is Toro, mo0O
BUKOHATH OIIEPAIIif0 3 BHKOPHCTAHHSIM CBOTO 3aKPHTOT'O
KJIro4a (HalpuKiIal, MiAMACaTH eNeKTPOHHHUI JINCT) KO-
pHCTYBad MOBHHEH CHOYATKy ayTeHTH(DIKyBaTHCS Ta
nepeaaT JaHi JJisi oOpoOJIeHHS Ha cepBepi, a MOTIM
OTPUMATH pPe3yJbTar.

BpaxoByroun Bpa3znuBicTh IPOTPaMHAX CXOBHIII 3aKPH-
TOTO KJIFOYa BCE YACTIllle CTAIM BHKOPHUCTOBYBATH ama-
patHi IPUCTPOT 3 KPUNTOrpapiuHUMUA MOKITHBOCTSIMH.
3aBIKY BUKOHAHHIO KPUTITOrpadidHUX Oriepalrtiii, anaparHi
MPUCTPOi 320€3MEeTyIOTh BUIMN PIBEHb 3aXUCTY KITFOUO-
Boi iH(opMaIlii, OCKIITEKH 3aKPHTI KITFOU1 HIKOJIK HE eKCTIOp-
TYIOTBCS 3 pucTporo. OcHOBHA MpobIremMa 3raaHoi pa-
HillIe CHCTEMH 3aXHUCTY IOJIATAE B TOMY, [0 3aKPUTHI KITFOY
IMITOPTY€EThCS B HEOE3MEUHE CepPeIOBHIIC JIOKATHHOTO
KoMIT'toTrepa. Po3B's3aTH 1110 IpoOIIeMy MOXKIIMBO JIUIIE
3aCTOCYBABIIIN BIITY)KYBaHUH MPHUCTPIiH, 3TATHAH arapart-
HO BUKOHYBATH KPHITTOrpadiuHi oreparii.

OTxe, 30BHIIIHIA HOCIH MMOBUHEH OyTH OCHAICHHUN
MIKPOIIPOIIECOPOM, 3TaTHUM 3aIU(PyBaTH 1 BiJIpaBH-
TH Ha3a]] MOBIIOMIICHHS, TIOCJIAHe Ha el IPHUCTPiH J1o-
KaJbHUM KOMITIOTEpPOM KOPHCTyBaya.
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[MpunycTuMo, mo KOPHUCTYBad MiTKITIOYaE aapaTHAN
MIPUCTPIH 3 KpUnTOrpadiTHIMH MOYKITHBOCTSIMH Ha 1H(DIKO-
BaHy BIpyCOM MAIIMHY i BBOAUTH NApOJb IJIs aBTOPHU-
3aIii y BiKHi, 110 3'SBHJIOCS Ha eKpaHi MOHiTopa. IcHye
BIpPOTiIHICTH TOTO, IIO BIpyC MOXE MiIMIHHTH COOOIO
KOpHUCTYBaua 1, IIFOYH Bl HOTO iIMEHI, BAKOPUCTOBYBATH
anapaTHUH NPUCTPIN (TOKEH) TS MiIMUCY TOBITOMIICH-
Hs. [IpoTe peanizalis Takoi araku oOMexeHa B yaci - ii
MO’KHA BUKOHATH TLTBKY Ha Yac (Pi3MIHOTO MiAKII0YCH-
HS TOKCHA JI0 KOMITIOTepa.

B 00roBoproBaHOMY THITI TOKEHIB 3aKPUTHI KITFOY 30¢-
piraeThcs B 3aXHUIINEHIN MaM'sITi IPUCTPOIO 1 HIKOJIU He
nokuaae ii. ToMy CKOpUCTAaTUCS HUM JJIs1 IPOBEACHHS
KpUNTOTpa(iuHuX MEPETBOPSHb MOXKHA TUIBKU y pasi
OTPUMAaHHS 3I0BMICHUKOM (Di3HIHOTO TOCTYITY A0 MPHU-
CTPOIO. SIKIIO 3TOBMUCHHK 3yMI€ OIep)KATH TOKEH Je-
raJbHOT0 KOPHCTYBaua, BAHUKHE 3arp03a KOMITPOMETAIIil
iH(pOopMaIlii, mo 30epiraeTbes B Horo nam'sri. besmneka
B IIbOMY BHUNAJAKY 3a0€3IeUyeThCS JHIIE CTYIECHEM
(I3UIHOrO 3aXUCTY IPUCTPOIO. Y MPOCTHX TOKEHIB BiH
MiHIMaJIbHUH, TOMY 3JaMaTH 1 BUTATHYTH KJIHOYOBY
iH(pOpMaIIifo He CKIIaJae cepio3HuX TpyaHoIIiB. [Ipote
BiJI3HAYAMO, IO JUTSI 3JIOMY 3aXHCTy 4acTo HEeOoOXiIHO
3pyHHYyBaTH caM TOKeH abo MpOCTO BKPACTH HOTO, a,
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3HAYKTh, Hamaj Oyae 3HaileHuil TeralbHIM KOPHCTY-
BayeM. 3BH4AiiHO, HOMI KOPUCTYBa4 CaM MOXe BTpa-
THTH CBill TOKEH. Y TaKOMy pa3i BiH IIOBUHEH HETAHO
MOB1IOMHUTH TIPO IIe aJMiHicTpaTopa Oe3mneku (abo iHITy
oco0y, 110 BiAMOBIIa€ 3a iHQopMaIliitHy Oe3reKy), SKui
BiJIKJIMYE 3aryOJieHi cepTU(IKaTH | BUKOHAE THII pOOOTH
3TiJJHO PErJaMeHTy.

Ha nmonmatok 1o mepepaxoBaHUX PU3HKIB 1 3arpo3, iCHYE
MOTEHINIHO OUTBIIT pYWHIBHUW THIT HAIlaly HA arapaTHi
TOKCHH - aTaka Ha o0iuHi kaHamnu (side channel attack).
JicTaBmy Qi3MUHUI TOCTYIT IO TOKEHA TOM, IIIO aTaKye,
MOXe OJIepKaTh iH(POPMAIIito PO 3aKPUTI KITHOU1 KOpHC-
TyBaya, BUMIpSBIIH TaKi TOKA3HHUKH, K 4ac i HOTY>KHICTb,
BUTpAYCHI B X0/l BHKOHAHHS TOKCHOM KPHUIITOrpadiaHuX
nepeTBopeHb. MOXKIMBO MOAIOHUI BH]] aTAKU BUAACTD-
sl HETPaBJIOMO/II0HAM, MPOTE BiH € BUCOKOS()DEKTHBHIM
CIocoOOM MPOYUTYBAHHS 3aKPUTOTO KIIFOYa, JI0 TOTO XK
TaKUM, 1[0 HE MOIIKOXKY€E CaM IPHUCTPI.

Omnucani 3arpo3u 00YMOBITIOIOTh HEOOX1THICTh HasIB-
HOCTI y TIPUCTPOi PO3NIMPEHOro (PyHKIIOHATY, 10 00'-
€IHy€ KpUNTOrpa(iuHi MOXIHBOCTI 3 MOXKIUBOCTSIMU
TEXHOJIOTIH JUtst 3a0e3MeYeHHs TOCHICHOT0 3aXKCTY MPO-
TH TaKOT'O POy aTak, 30KpeMa MOB's3aHuX 3 Gi3uaHIM
nmoctynoM (tadi. 3).

Ta6auus 3. ®akropu ayreHTHDIKAITIT

dakTop [TepeBaru Cnalki cTopoHH [puknagu
lock Binome Mana BapTicTh JlocTynHiCTh aKTUBHIHM pO3BiaLi. [Mapounb, nepcoHanbHuit
KOpUCTYBayy, peanizaumii, HeMoxTHBIiCTh BUSBIICHHS TAKHUX aTak. ineHTH(iKaniiHUA KO,
HalpuKiIaja Mapojb | NePeHOCUMICTb IMapoxi abo nerko BrajgaTH, ab0 BaXXxKO KoMOiHanis ceiida

3anam'statu. Bucoka BapricTh 00poOKku
3a0yTHX MapoJiB

HaiiBaxkue mis
aTaku

lock, unm
BOJIOJII€

KOpHUCTyBau
MEePEHOCUMO

Bucoxa BapTicTe. Moxe OyTH BTpayeHHUi
a0o BkpajeHui. Pusuk BigMOBHU
amapatypHiil yactuHi. He 3aBxau

Po3nizHaBanbHUM 3HAK,
cMapT-KapTa, CeKpeTHi
naHi, BOyoBaHi y Qain
a0o mpucTpid, MexaHi4HHI
KITI0Y

Haiinerme 3 Touku
30py BUKOHAHHS
ayTeHTUiKaLil

Ilocws BnacTube
KOPHUCTYBavy

MOIIKOJXKEHA.

Bucoxa BapricTh. 3arpo3a qucTaHUiifHOTO
BiATBOpeHHs. Pusuk BTpatu Bigomocteit
0COOUCTOro XapakTepy. XapakTepUCTHKA
He Moxe Oytu 3miHeHa. [lomunkose
BIAXMIJICHHS 3aKOHHUX KOPHCTYBayiB.
XapakTepucTuka Moxe O0yTH

BigOutku manbiis,
MaJIOHOK CITKIBKH OKa,
po3Mmi3HaBaHHs roJocy,
($OTONOKYMEHT

3ayBa)XHMO, III0 CaM MPOIIeC ayTEHTU(IKAITIT CKIIa THHH.
CKJ1aJTHO TaKOX 3pOOUTH CUCTEMY JIOCTATHHO Yy TIIUBOIO,
100 BOHA BiJIKKajIa CTOPOHHIX KOPUCTYBAYIB 1 TPH IHO-
My 4ac BiJl 4acy HeE BiJKHJaJa CBOiX. TakoX MOXYyTh
OyTH BU3HAHI HETIPUIATHUMH BHACIIIOK (Di310JIOTTIHIX 3MiH
1 TUTECHUX ITOIKOJKEHB 1 010METPHYHI ITOKa3HHUKH.

3. Higcucrema minrpumku EIIIL.

[IepconanbHUM €1EKTPOHHUN MEAUYHUN TACTIOPT IPO-
MaJsTHUHA YKpaiHu Mae OyTH MiATPUMAHUM TEXHOJIO-

Ti€I0 eJIeKTPOHHOTO MU(POBOTO MiIHCY 3 BUKOPHCTAH-
HSAM CepTHU(IKOBAHUX JCPKABHOKO CITYKOOIO CIeIialib-
HOTO 3B'sI3Ky Ta 3axucty iHpopmarii (JICC33I) Ykpai-
HU, KpUNTorpadiyHuX 3aco0iB 3aXKMCTY iH(POPMAIIii.

OcHoBHi BuMor# 1o 3aco6iB ELII1, 1o BUkoprcTOBY-
IOTBCS B CHCTEMI:

- obOumcieHHs xen-QyHKiil BiamosiaHo 10 JICTY 34311,

- BHPOOJIEHHS Ta IIEPEeBipKa EIEKTPOHHOTO U(PPOBOTO
iy BianosinsHo 1o JICTY 4145-2002 ta JICTY 34310;
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- MOJXJIUBICTH BHPOOJCHHS JEKUTBKOX €IEKTPOHHUX
UG POBUX MIIIKCIB TSI OJJHOTO IOKYMCHTA,;

- po0OoTa 3 cepTU(iKaTaMU BIIKPUTHX KITIOUIB 1 CITHC-
KaMH BIIKIIMKaHUX cepThdikaTiB y ¢popmari X.509 v3,
CKJIaJl ITOJIIB SKKMX BiJIIIOBiZIa€ BUMOTaM 3aKOHY YKpaiHu
"IIpo enekrpoHHM# I poBHi TiamUc";

- BIAMOBITHICTH HOpMaM 3akoHiB Ykpainu "IIpo enek-
TpoHHUH U poBuid mignuc" i "IIpo eneKTpoHHI JTOKY-
MEHTH Ta €JICKTPOHHUH TOKYMEHTOO0OIT";

- MOJXJIMBICTH YIpPaBJIiHHSA CepTH(]IKATOM 3TiHO 13
3aKoHOM Ykpainu "[1po enekTpoHHMIA ITUPpOBUH i amuc"
1 3a0e3neueHHs M ITPUMKH 3aIHTIiB 10 IIEHTPY cepTudi-
karii kmouiB (IICK) y ¢dopmari, 1110 BiAMOBiAa€E peKo-
Menpamism PKCS;

- HaJaHHS JOCTYITy IO KaTaJoTy BIAKPUTHX cepTHDI-
kariB akpeauroBanux 1ICK (ALICK);

- HaTaHHS JOCTYIY A0 CIIy>KOU Yacy;

- MOXKJIMBICTh BUKOPHCTAHHS allapaTHUX HOCIiB KIIFO-
YOBHX JaHUX (cMapT-kaptu, Secure Token).

Jo cxiaay mincuctemu AC3E3-ELIT noBuHHI BXO-
JIATH TaKi MOYJIi:

- MOIyJb B3aeMoIii 3 0a3aMH JaHUX CEpTHU(IKATIB
kopuctyBauiB EIIIl akpeanToBaHMX LEHTPIB cepTUi-
Kaii KJII04iB;

- neHTpu peectparii abonentie AIICK y periosi.

Bapiaumu ompumanns kniouie EL]I1 pecnondenmamu.

3anponoHoBaHi iBa BapiaHTH:

1. Pecnonnentn MoxyTh kopuctyBatucs EIIIT Binx
OyIb-SIKOTO aKpEIUTOBAHOTO ILEHTPY cepTUudikamii
KJITFOUiB. |HaKmIe KakKydW, pECIIOHICHT 3BEPTAETHCS Ta
oTpumye nocunenuit ceprudikar B AIICK.

2. Pecrionzenty, 3a 0axaHHSIM, 3MOXKYTh OTPHMATH
HAa TUIATHIA ocHOBI koMIutekTH KimodiB EIIIT 1 ceptudi-
KaTiB 10 HUX Oe3nocepeanbo B MO3 Ykpainu. Y Tako-

v ]

My Bunaaky MO3 mMoBHHEH KOPUCTYBATUCS MOCITyTaMH
oynp-sikoro AILICK (MOXITHBO, CTBOPEHOTO 5K ITiAIPHE-
MCTBO JiepkaBHOI (hopmu BiaacHocTi mpu MO3). 3a npy-
UM BapiaHToM, Ha 6a3i MO3 po3ropTaloThecs HEHTPH
peectparii abonenTiB (IIPA) Bcix ALICK abo MO3 ko-
pHUCTy€EThCA Tocayramu Oyab-skoro ojauoro ALICK, mio
Mpaltoe Ha Horo 6asi.

4. Po3noaisieni 0a3m maHux.

I[Tpu po3poOi1i apXITEKTYpH CHCTEMI BUHUKAE ITUTAHHS IIPO
CTYIiHb KOHIIeHTpallii pecypciB IC, 0cOONMMBO Iie MUTAHHS
TOPKAETHCS CHCTEM yIpaBitiHHsA 0azamu nanux (CYB/D).

Icropruno mepmmMmu 3'sBuHcs 3ocepemkeri 1C, B
SIKMX JIaH1 30epiranucs i o0poOsuTics 3acobamu 0JTHO-
ro cepBepa abo kimacrepa ceprepiB (puc. 8). IIpote B
Mipy PO3BUTKY TEJICKOMYHIKAIIHIX TEXHOJIOT1H BUSBH-
JIHCSI HEAOJIKY TaHoi apXiTekTypu. BoHa Herorano mpa-
o€ B 00MEXEHOMY MacmITadi, HAalpUKIag, B paMKax
omHOTO 0hicy a00 AEKITPKOX BHAATCHUX pOOOYHX IPYTI-
¢imianiB, MOB'A3aHKUX 3 TOJIOBHUM ITiAPHEMCTBOM.

[ToniOHa apXiTeKTypa MOraHo MiJIa€ThCS MaCIITA0y-
BaHHIO. [IpH 3pocTanHHi cHCTeMH MOYKE HACTATH MOMEHT,
KOJIM BUTPATH Ha MOJTU(IKAIIFO 1 CYNPOBiJ TaKOT CHUCTe-
MU CTalOTh HOPIBHAHHUMH 3 BUTPaTaMH HA CTBOPEHHS
HOBOI cructemu. OKpiM 3aCTOCYBaHHS 30CEpEIKEHOI
cxemu IC B riiobambHHX Mepexkax CTBOPIOE KPUTHUHI
TOYKH BiJIMOBH, HANPHUKIAl, MOUIKOKCHHS KaHANIB
3B'SI3KY BHACIIIOK CTHXIHHOT Oi MOX€e TPU3BECTH 110
HEJIOCTYITHOCTI BAXKITUBUX PECYPCIiB IS IIJIOTO PETiOHY.

[ToniOHI poOIeMu po3B'I3YIOTHCS IIUIIXOM JICIICHT-
paiizartiii pecypciB i BAKOPHCTOBYBAHHS PO3IOIIICHOT ap-
xitektypu IC (puc. 9).

OcTaHHI MIBTOpa JCCATHIITTA O3HAMCHYBAIIUCS Be-
JIUKAM TIPOTPECOM B 00J1aCTi TOOYIOBH PO3MOAUICHUX
IC, 30kpema posnogiennx CYB/I.

Puc. 8. 3ocepemxena IC.
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Puc. 9. Posnoninena IC.

IMig posnoainenoto (Distributed DataBase - DDB) 3a3-
BHYail pO3yMilOTh 0a3y JaHUX, 110 BKIIOYae ()parMeH-
TH 3 JIEKUIbKOX 0a3 JaHuX, SKi pO3TalIOBYIOTHCS Ha
Pi3HUX By3JIaX MEPEXi KOMITFOTEPIB, 1, MOKIIUBO YIIPaB-
nsitothest pisanmu CYB/. Po3nopinena 6a3a nanux Bur-
TSA€, 3 MIOTIISAYy KOPUCTYBAYiB 1 MPUKIIATHUX MPOTpaM,
SIK 3BMYHA JIOKajdbHa 0a3za gaHux. B 1poMy 3Ha4eHHI
cioBo "posmoxinena” BimoOpaxkae cnocid opraHizamii
0a3u JaHMX, aJie He 30BHINTHIO ii XapakTepucTuky ("'po3-
MO/IIEHICTR" 623y TaHNX HEBUAMMA 330BHI).

MOo>IUBI OAHOPIIHI 1 HEOAHOPIIHI PO3MOiIeH] 6a3u
JaHuX. B opHOpigHOMY BUTIAAKY KOXHA JOKalbHA 06a3a
JIaHUX ympaBiseThest oanieto i Tieto xx CYBJI. B Heon-
HOpIJHIH cuCTeMi JOKallbHI 0a3u JaHUX MOXKYTh BiIHO-
CUTHUCS HaBITh J0 PI3HUX Mojeneil naHux. MepexHa
IHTerpallisi HeOMHOpIAHUX 0a3 JaHWX - 1€ aKTyalbHa,
MIpOTE JIy’Ke CKilagHa npobiema. baraTo pimieHs Bigomi
Ha TEOPETUYHOMY DiBHI, ajie IOKU HE BJIA€ThCS CIIPABU-
THCSI 3 TOJIOBHOIO TNPOOJIEMOIO - HEJIOCTATHHOK e(dek-
THUBHICTIO IHTETPOBaHUX CUCTEM.

OCHOBHHM 3aB/IaHHAM iHTerpaiii HeoqHopiaHUX b1 €
HaJaHHS KOPUCTyBavyaM iHTEIPOBaHOI CUCTEMH I100aJib-
Hoi cxemu BJI, nmpencraBneHoi B AesKii MOl JaHuX, i
aBTOMAaTU4YHE NIEPETBOPEHHS ONEPaTOpiB MaHIMyJIIOBaH-
Hs BJ] rmo6ansHOrO piBHS B ONEPATOPIB, 3pO3YMIIMX
BiamoBigauM HokaasHuM CYB/I.

[Ipu cyBopiii inTerpanii HeogHOpiaHUX BJl nokanbHi
cucremu BbJl BTpadaroTh CBOIO aBTOHOMHICTbh. llicis
BKJIIOUEHHs JokanbHOi BJ[ y denepanbny cuctemy Bci
MOJIANTBIII JIiT 3 HEl0, BKIIOYAI0YH a/IMiHICTPYBaHHS, T10-
BHHHI TPOBOJIUTHUCS Ha TI00anbHOMY piBHI. OCKiIbKH
KOPHCTYBadi 4aCTO HE MOT0JKYIOTHCS BTpAa4aTH JIOKaJb-
Hy aBTOHOMHICTb, 0a)kalouM MpOTe€ MAaTHU HAroxy mpa-
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mroBatH 31 BciMa okansHuMu CYBJ] Ha omHif MOBI i
(hopMyIIIOBaTH 3alIUTH 3 OJJHOUYACHOIO BKA3iBKOIO PI3HUX
nokanbHux BJl, po3BuBaeTbcs Hanpsam MYJIBTI-B/1. B
cucrtemax MVYJIBTI-B]] He miaTpumyeThcst TiobaibHa
cxeMa iHterpoBanoi B/ i 3acTOCOBYIOTBCS creriaibHI
crocodu HMEHYBaHHS JJIs IOCTYITY O 00'€KTIB JIOKab-
Hux B/I. Sk npaBuio, B TaKux cucTteMax Ha rio0anbpHO-
MYy PiBHIi JIONTyCKAE€ThCS TUTBKK BUOIpKa JaHUX, IO J103-
BOJIsI€ 30eperTd aBTOHOMHICTh JIoKanbHUX BJI.

Sk mpaBwuII0, IHTErpyBaTH AOBOJUTHCS HeoHOpiaHI BJ1,
po3nozineHi B o0uucnoBanpHii Mepexi. Lle B 3HauHIN
Mipi yCKJIaJHIO€ peaini3aiito. Jl0AaTKOBO 0 BIaCHUX
mpo0JieM iHTerpaiii JOBOAUTHCS BUPIIIYBATH BCi MPO-
6nemu, Bnactusi po3nozinenum CYB/I: ynpasninHs ri10-
OaTbHUMH TPAH3AKIIISIMU, MEPEKHY ONTHMI3AIII0 3aIHTIB
towo. [ly)xe BaKKO JOMOITHUCS €(PEeKTHBHOCTI.

Sk mpaBui10, AJ1S 30BHIIIHBOTO IPEACTABIIEHHS 1HTET-
poBanux i MYJIbTI-B]l BukopuctoByeThcst (iHOAI PO3-
mIMpeHa) pessiiiiHia Moaens nanux. OcTaHHIM 4acoM
BCE YacTillle IPOMOHYETHCS BUKOPUCTOBYBATH 00'€KTHO-
OpIEHTOBaHI MOJIEINI, ajie Ha MPAKTHII TOKK OCHOBOIO €
pensniiiHa mozens. ToMy, 30KpeMa, BKIIOUEHHS B 1HTer-
poBaHy cucTeMy JIoKanbHOI pensmiiinoi CYB]] ictotHo
npocrinie i edexktuBHime, Hixk BiroueHHss CYB/I, 3ac-
HOBAHOI Ha 1HIIN MOJIEI JaHNUX.

Bumimsrors [23] 12 BmactuBoCTe# abo skocTel ime-
ansHOi DDB:

* jokanbpHa aBToHOMIs (local autonomy);

* He3aJIeXKHICTh By3miB (no reliance on central site);

* Oe3nepepBHi omnepaiiii (continuous operation);

* po3opicThk po3ramryBanHs (location independence);

* mpo3opa ¢parmenranis (fragmentation inde-
pendence);
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* ipo3ope TUpaxyBaHHs (replication independence);

* 00po0ITeHHs posmoaienux 3anuTis (distributed query
processing);

* 00poOIieHHs po3noaiieHux Tpan3akmii (distributed
transaction processing);

* He3aJexHicTh Bin yctaTrkyBaHHs (hardware
independence);

* HE3aJICKHICTD Bijl ONEpalliiHUX CUCTEeM (operationg
system independence);

* mpo3opicTh Mepexi (network independence);

* He3aJexHicTh Bix 06a3 panux (database
independence).

Jloxanvha asmonomis. s AKicTh 03Hauae, IO yH-
PaBJIIHHSA TaHUMHU Ha KOXKHOMY 3 BY3JIB PO3HOALICHO]
CHCTEeMH BHKOHYETHCS JIOKaNbHO. ba3a maHux, posra-
[IOBaHAa Ha OJJHOMY 3 BY3JIB, € HEBiJl' €MHAM KOMITOHCH-
TOM pO3MOAiTeHOI cucteMu. Bymyum ¢parmenToMm 3a-
TaJbHOTO TPOCTOPY NaHUX, BOHA, B TOW ke dac, (yHKII-
10HYE€ SIK TIOBHOITIHHA JIOKaJTbHA 0a3a NaHWX; YIPaBIiHHS
HEH0 BUKOHYEThCS JIOKAJIBHO 1 HE3ICKHO BiJT IHIINX BY3JIiB
CHUCTEMH.

Heszaneoicnicmo  6i0 yenmpanvrnoco 6yzia. B ime-
QJBHINA CUCTEeMI BCl BY3JIM PIBHOINpPABHI 1 HE3aJeKHi, a
pO3TamIoBaHi Ha HAX 0a3M € PIBHOIPaBHUMH MOCTAYAb-
HUKaMH JaHUX B 3aTaJbHUH MpocTip nanux. baza nanmx
Ha KOXKHOMY 3 BY3JiB CAMOJOCTATHS - BOHA BKIIOUA€E
MIOBHUH BITACHUH CJIOBHHK JAHUX 1 TIOBHICTIO 3aXHIICHA
BiJl HECAHKITIOHOBAHOTO JIOCTYIIY.

besnepepsni onepayii. 1o sSKICTh MOXXHa TPaKTYy-
BaTH K MOXKJIHMBICTH O€3MEpPEepBHOTO TOCTYIY IO Ja-
HUX (BimoMme "24 ronuHM Ha 10Oy, CiM JTHIB Ha THXKJICHb')
B paMkax DDB He3zanexHo Bij iX po3rairyBaHHs 1 He-
3aJIe)KHO BiJ] OTIepalliif, BAKOHYBaHUX Ha JIOKAJIbHUX BY3-
nax. Lo sKicThb MOXXHa BHpa3HWTH TacioM "maHi moc-
TYIHI 3aBX/IH, & OTepallii HaJl HAIMH BUKOHYIOTBCS 0€3-
nepepBHO"

Ilposopicme posmawiyéanns - O3HAYAE TOBHY IIPO-
30piCTh po3TamryBaHHs HaHuUX. KopucryBady, 1mo 3Bep-
TaeThest 1o DDB, HiYoro He MOBUHEH 3HATH MPO Peatb-
He, (hi3UYHE PO3MIIIICHHS TaHUX Y By3J1ax iH(QOpMaIliitHOT
cuctemu. Bci omeparlii HaJ JaHUMH BHKOHYIOTBCS 0€3
ypaxyBaHHS iX MiCIe3HaXOKeHHS. TpaHCIIOPTYBaHHS
3aImuTiB 10 0a3 JaHHUX 3IHCHIOETHCS BOYIOBAaHMUMH CH-
CTEMHUMH 3aCO0aMH.

Iposopa ¢pacmenmayis. TpakTyeTbCs AK MOXK-
JIUBICTB PO3MOJICHOTO (TOOTO Ha PI3HUX BY3J1aX) pO3Mi-
IICHHS JTaHUX, [0 JIOTIYHO € €MWHUM LiauM. IcHye ppar-
MEHTAIlis ABOX THIIIB: TOPH30HTAIbHA 1 BEPTHKAILHA.
[lepmia o3Havae 30epiraHHs PsAAKIB OJNHIET TAOIUII Ha
pi3HuX By3iax ((pakTuaHO, 30epiraHHs PSIIKIB OHIET J0-
T19HOT TaOJHIN B JEKUTBKOX 1IEHTHYHHUX (Hi3HIHHUX TaO0-

JUISMX Ha pi3HUX By3nax). JIpyra o3Hava€ po3IOIiT
CTOBIIIIIB JIOTTYHOT TAOJIUIII IO IEKIILKOX By3JIax.

Iposopicme mupasicysanns. THpaKyBaHHS TaHHX
- IIe aCHHXPOHHHMH (B 3araJibHOMY BHITAIKY) ITPOLIEC TIe-
peHeceHHs 3MiH 00'€KTIB MOYATKOBOI 0a3u JaHUX B 0a-
3H, PO3TAIIOBaHI Ha IHIITKX BY3JIaX PO3MOIICHOT CHCTe-
MH. B 1aHOMy KOHTEKCTI MPO30PiCTh THPaXKyBaHHS 03-
HaYa€e MOXKJIMBICTH ITEPEHECCHHS 3MiH MK 0a3aMu JTaHUX
3ac00aMH, HEBUIUMHUMHU KOPHCTYBady PO3IOIIICHOI CH-
cremu. JlaHa BIIACTHBICTH O3HAYa€, IO THPaXKyBaHHS
MOYKITUBE 1 IOCSTAETHCSI BHYTPITHHOCHCTEMHUMH 3aCO0-
Oamu.

Obpobnenns posnodinenux 3anumis. 1la Bnac-
TuBicTh DDB TpakTyeThCs SIK MOXJIMBICTh BUKOHAHHS
orreparliii BHOIpKY HaJI pO3MOIJICHO0 023010 TaHuX, cop-
MYJIbOBAaHUX B paMKax 3BHYHOTO 3amuTy Ha MoBi SQL.
ToOto omneparito Bubipku 3 DDB mMoxHa chopmyioa-
TH 32 JIOIOMOTOK0 THX K€ MOBHHX 3aC00iB, IO 1 orepa-
L0 HAJ JOKAJIBHOK 0a3010 JaHUX.

Obpobnenns posnodinenux mpanzaxyii. Tpak-
TY€ETHCS SIK MOJKJIUBICTh BUKOHAHHS OTIepaliii OHOBIICH-
HS PO3MOJIJICHOT 0231 JaHUX, HE PyWHYIOYH ILTICHICTS i
Y3TO[DKEHICTh MaHWX. Ll Mera mocAraeThcs BXKUBaH-
HsM 7BOoX(ha30Boro abo qeodasHoro npoTokoiry dikcarrii
TpaH3akniit (two-phase commit protocol), mo craB dax-
THYHHUM CTaHAAPTOM OOPOOKH PO3MOIUICHUX TPaH3AKIIIH.
Voro BXMBaHHS rapaHTye 31aroJKeHy 3MiHy JaHHX HA
JICKITBKOX By3JIaX B paMKax pO3MOALIeHOI (a0o, sk ii 1me
HA3WBAIOTh, TJI00ATHHOT) TPAH3AKIIIT.

Heszaneoicnicmo 6i0 ycmamkysanns. s B1acTHBICTD
03HA4a€, IO BY3JIaMH PO3MOALICHOI CHCTEMH MOXYTh
BUCTYTIaTH KOMITTOTEpH OyIb-SKHX Mojenel i BupoO-
HUKIB - BiJl MEHH(DpeiMiB 70 "niepcoHaNoK".

Hesanesxcnicmo  6i0  onepayitinux cucmem. g
SIKICTh BUIUIMBAE 3 TOMEPEHBOTO 1 03HAYA€E PI3HOMAHIT-
TS ONEpPaliiHUX CHCTEM, IO YIPABISIOTH BY3JIaMHU
PO3MOALIEHO CHCTEMH.

Iposopicme mepexci. JJoctyn mo Oyap-skux 0a3
JIAHUX MOJKE 31HCHIOBATHCS 1O Mepexi. CrieKTp miaTpu-
MyBaHUX KoHKpeTHOo CVYBJ] MepeKHUX MpOTOKOIIB
HE TIOBHHEH OyTH OOMEKEHHSIM CHCTEMH 3 PO3MOiie-
HUME 0a3aMu naHuX. J[aHa SKICTh (OPMYITIOETHCSI MaK-
CUMAJIBHO IIHPOKO - B PO3MOAUICHINA CHCTEMI MOKIIHBI
OyIb-sIKI MEPEXkHI TPOTOKOJIH.

Hezanexcnicmo 6i0 6a3 oanux. 1l SKiCTh O3HaYae,
10 B PO3IMOIIICHIN CHCTEMI MOXKYTh MEPHO CITIBICHYBaTH
CYB/I pi3HuX BUPOOHUKIB, | MOXKJIHBI OTIEpAIlii TOITYKY i
OHOBJICHHS B 0a3ax JaHUX PI3HUX Mojenei 1 popmaris.

Buxopsuu 3 BusHaueHHs JleiiTa, MOXHa pO3IIsAaTH
DDB sk c1a603B's13Hy MEpEXHY CTPYKTYpPYy, By3JIaMH
SIKOI € JIOKaJIbHI 0a3u nanuXx. JIokaibHi 0a3u JaHUX aB-
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TOHOMHI, HE3aJeXHI i CAMOBHU3HAYAIOTHCS; JOCTYI J0
HuX 3a0e3neuyerbess CYB/I, B 3arabHOMY BHIIAAKY BijT
PI3HUX MOCTAYATbHHUKIB. 3B'I3KHM MiXK By3JIaMH - II€ T0-
TOKH THpakoBaHUX gAaHux. Tomnonoris DDB BapitoeThb-
¢S B IMUPOKOMY JTialla30Hi - MOXKITMBI BapiaHTH iepapXii,
cTpyKTyp THIY " 3ipKa" Tommio. B minomy tomosnoris DDB
BH3HAYAEThCs reorpadicro iHPOpMAIIHHOT CUCTEMH 1
CHPSIMOBAHICTIO IOTOKIB THPa)KyBaHHS JaHUX.

Topienanna Oeznexu i HAOIUHOCMI PO3NOOLICHUX |
30cepeodHceHux

[TopiBHAEMO 30Ccepe/KEHyY 1 PO3MOAITICHY CHCTEMH 3
MOTJISAAY HaJIIHHOCTI 1 O€3MeKH.

[Tix HaAIHHICTIO PO3YMITUMEMO BIACTHBICTH CHCTEMH
30epiraTu B 9aci y BCTAHOBIICHHX Me)KaX 3HAUCHHS BCIX
mapaMeTpiB, IO XapaKTepU3yIOTh 3MaTHICTh BUKOHYBa-
TH HeoOX1TH1 (PYHKIIT B 3aIaHUX PEKUMAX 1 yMOBAX BXKH-
BaHHS, TEXHIYHOTO 0OCIIyTOBYBaHHS 1 TPaHCIIOPTYBAHHS.

Bararo cucrem He € aOCONOTHO HaAIHHUMHU, TOOTO
BJIACTUBICTh HAAIMHOCTI CUCTEMH Ma€ MicClle Ha KiHIle-
BOMY IHTEpBaJIi Yacy, IicyIst 3aKiHYSHHSI SIKOTO BiI0YBa€Th-
¢ BimMoBa B po0oTi. TpuBaiicTs iHTepBay O€3BiIMOB-
HOI pOoOOTH 3aJICKUTH Bifl Ay’K€ BEIUKOTO YMCIA YHH-
HUKIB, TIepel0avYuTH sIKi HepealbHO, TOMY BiIMOBY
3BHYAIHO BBaXKAIOTh BHITAIKOBOIO TIOIEO.

HanidHicTh NpUHHATO XapaKTepU3yBaTH BIPOT1THICTIO
BiIMOBH B P0o0OTi (ab0 BipOTiHICTIO 0€3BiIMOBHOI PO-
0OTH) TIPOTATOM IEBHOTO BijIpi3Ka Yacy. [HIIO0 xapak-
TEPUCTHKOIO HAJIHHOCTI CHCTEMH € CEepeIHii yac Ha-
MPAaIIOBAaHHS HA BIZIMOBY.

[Tig Oe3mexor po3yMIOTh CTaH 3aXHMIICHOCTI CHCTe-
MH BiJl TIOTCHIIIHHO 1 pealbHO ICHYIOYHX 3arpo3, abo
BIJICYTHICTB TaKuX 3arpo3. CHcTeMa 3HaXOIUTHCS B CTa-
Hi OE3IIeKH, SKIIIO JTist 30BHIMIHIX 1 BHYTPINTHIX YUHHHKIB
HE MPUBOIUTH JIO MOTIPIICHHS 200 HEMOXIIUBOCTI ii (hyH-
KIIOHYBaHHA. 3aTPO3H MOXKYTh OYTH Pi3HOTO POAY, 30K-
peMa 3arposa (i3HIHOro pyHHYBaHHS.

Y KoHTeKCTI cTBOpeHHS Ta (yHKIIoHyBaHHs MEIT mika-
BHMH € iH(popMaIliitHi 3arpo3u. J[o HUX BIAHOCATHCS 3ar-
pPO3M OTpUMAaHHS CHCTEMOIO HEJOCTOBIpHOI BXiZHOI
iH(OpMaIlii, CITOTBOPEHHS BHYTPIITHBOCUCTEMHOT 1H(OP-
Mallii, a TAKOXK pocouyBaHHs iH(opMarii mpo (yHKITio-
HYBaHHS CHCTEMH.

[Hpopmamiiina Oe3reka - cTaH 3aXUINEHOCTI iH(pOp-
MAIlIifHOTO Cepe/IOBHUINa CYCIUIBCTRA, 10 3a0e3neuye ii
(opMyBaHHS, BUKOPUCTOBYBAHHS 1 PO3BUTOK Ha KOPUCTD
TPOMAaJISIH, OpraHi3alliii, 1ep:KaBy.

Bci ¢i3uuni eeMeHTH OyIb-SIKOi CHCTEMH € MOTEHITIH-
HO HEHAJ[ITHUMMU 1 YPa3JIMBUMH 3 TIOTJISITY OC3IeKH.

HenanifHicTh €I€MEHTIB CUCTEMH, IO 3I1HCHIOIOTH
niepepoOKy iH(popMaIlii, MOKe TIOJISATaTH B TIOBHIH BiZIMOBI
BiJI TepepoOKH, B 3MiHi QyHKIIIT (CTa0LIbHOMY OTPUMAaHH1

cucmem.
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HEBIPHUX PE3yJIbTATIB), B 300X (TIepioAMIHOMY BUHHK-
HEHHI TIOMUJIOK).

HenanifiHicTh eJIeMEHTIB, IO 31HCHIOIOTH Mepeaady
iH(opMallii, MOXKe ITOJIATATH B TOBHOMY IMPUITMHECHHI TTe-
penadi, B 0THOCTOPOHHBOMY MPHUITMHEHHI Iepeaadi (is-

JBOHAIIPABJIICHUX KaHANIIB), Y BHHUKHEHHI BUITQIKOBUX
MTOMHMJIOK TIPY Tepeiadi (Meperniko).

[Mopymenns 0e3nmeKku eIEeMEHTIB CHCTEMH, IO
3IIACHIOIOTH 00po0IIeHHs iH(popMallii, MOXe TOJISATaTH
SK B HABMHCHUX JisIX 3JIOBMUCHHKIB, III0 BUKIUKAIOTH
BiZIMOBY B po0OTi, 3MiHa (yHKI# (TocTiiiHa abo oau-
HUYHA), TaK 1 B HECAHKIIIOHOBAHOMY JIOCTYIIi JI0 iH(pop-
Martii (HCJI).

[Mopymenns 0e3meKu eIEeMEHTIB CHCTEMH, IO
3IIACHIOIOTH Tepeaavy iHpopMalii, MOKe MOJATaTH Y
BTpYyYaHHI, IO IPU3BOJUTH IO TOBHOTO MIPUITHHCHHS T1e-
penadi, 10 OAHOCTOPOHHBOTO MIPUITHEHHSI Tlepeaadi (I1st
JIBOHAIIPABJICHUX KaHAJIB), 10 3aMiHH OJTHUX ITOBIIOM-
neHb Ha iHmi. Takoxx moxxe matu micie HC/I.

OTmxe, IpoOIeMH HAJIIHHOCTI 1 Oe3MeKH 0araTo B YoMy
criopigHeHi. BoHu moB's13aHi 3 BTpyYaHHIM y QYHKITIO-
HYBaHHS CHCTEMH. BiIMIHHICTB MOJIATaE B TOMY, IO
HEHaJIHICTh BU3HAYAETHCS (DI3MUHUMH, TPUPOTHUMH
YHHHUKAaMH 1 He TOB'3aHa 3 YHEIOCh MeToro. Hebes-
MICYHICTh BU3HAYAETHCS, B OCHOBHOMY, "JFOJICHKUM YHH-
HUKOM" - HasBHICTIO 3JIOBMHCHHUKIB i/ab0 0e3TypOoT-
HUX CIIBpOOITHUKIB. Ajie ofHa 3 TpoOieM Oe3MeKH -
MIPOCOYYBaHHS IH(POPMAITIT IPH HECAHKITIOHOBAHOMY JI0-
CTyIl - HE Mae aHajora cepej mpoojaeM HalidHOCTI.

Kooxauii YHHHUK 3 TIONISTY HAAIHHOCTI, K10 HOTOo PO3-
TJLIIATH 130JIb0BaHO, BUKOHYE MIO3UTUBHY 200 HEraTHBHY
poub. Hanpukina, 3011bIIeHHS KUTBKOCTI HEHATIHHUX eJie-
MEHTIB B CHCTEMI 32 HIIMX PIBHUX YMOB BHKOHY€E Hera-
THUBHY poJib. [1i1 iHIMUMH PIBHUMH YMOBaMH TYT PO3YyMi-
€TBCSl HE3MIHHICTh apXiTeKTypu (3'€lHaHb 1 PO3MOILTY
(GYHKIIH) CHCTEMH, HE3MIHHICTh TTapaMeTpiB €JIEMCHTIB
TomIO. SIKIIO 5K apXiTEKTYypy 3MIHHUTH, HAIIPHUKIIA], 3aCTO-
COBYBATH JIOAATKOBI €ITeMEHTH JJIs TyOroBaHHS (pe3ep-
BYBaHH$), TO HA/IIHICTh, HABITAKH, ITiIBUIIYETHCSI.

JIiHii 3B'a3Ky 3 00'€eKTaMH B 30CepeIDKEHii crcTemi
MAalOTh OUTBINY, HIX B PO3MOIUICHIN CUCTEMI, TOBXKHHY.
e, mo3a cyMHIBOM, HETaTUBHUI YMHHHUK. 3BHYANHO 13
30UIBIICHHSM JIOBKHHH JIiHIT 301UTBIIYEThCS KUTBKICTh
MIePEIKO/, 30UTBIIYETHCSA BapTICTh Tepenadi, 301Ibnry-
FOTHCSI MOXKITUBOCTI 3JI0BMUCHHUKIB 10 3HIMaHHIO 1H(Op-
Marlii abo 1o 1i crioTBopeHHIo. 1el 3aranpHuit BACHOBOK
HE 3aJICKUTh BiJl IPUPOIH JIiHii 3B'SI3KY - IPOTOBUH, OII-
TOBOJIOKOHHUM, Paio3B'I30K, 3B'SI30K 3 BHKOPHUCTAHHIM
CYIyTHUKIB TOIo. KOHCTpyKIIis JiHIT 3B'13Ky BU3HAYA€E
TITBKH BHJ 3aJIS)KHOCTI Ta YHCIOBI XapaKTEPHUCTHKU
mapaMeTpiB HaIIHHOCTI 1 Oe3MeKH.
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IIpu npoexkTyBaHHI CHCTEMH 3aBXJIU JAOBOJHUTHCS
MIyKATH KOMIPOMiC MiX pi3HUMHU YMHHUKAMH, 3 MaTe-
MaTHYHOT TOUKH 30pYy - BUPIIIYyBaTH ONTUMI3aliliHy 3a-
nauy. Ii cyTHicTh y TOMy, 10 MOHa 326€30eUnUTH Oy Ib-
SIKYy HeOOXiAHy HaAiifHICTh cHCTEeMHU, alie 30iJdbIIeHHS
HaAIMHOCTI CynpoBOKY€EThCs 30inbpIeHHsAM Ti cobiBap-
tocTi. [Ipuuyomy 30inbIIyETHCS SIK BapTIiCTh MPOCKTY-
BaHHS 1 peani3auii, Tak i BapTicTh excryaranii (GyHKmi-
OHYBaHHA).

Te x MoxHa cka3aTtu i mpo Oe3meky. 3axoqu IIOAO
0e3neKu MaloTh 11 OAHY HEraTUBHY PUCY: CIPUYMHEH-
HS JOJATKOBUX HE3PYy4YHOCTEH KOpHUCTyBayaM CUCTEMH,
MiHiMallbHE 3 AKHUX - HEOOXiJHICTh BBEJEHHS JIOTiHA Ta
napoJis.

Pa3oM 3 apxiTeKkTypoio TeXHi4YHHX 3ac00iB I BiAMO-
BOCTIHKOCTI PO3MOAiNEHOT CHCTEMHU BEIHKY POJb Mae€
MeTOJuKa Mo0ya0BU anroputMiB. BoHa moBuHHA OyTH
po3paxoBaHa Ha MOXJIHUBI 3001 ab0 po3y3roJKeHHS B

po06oTi By31iB cucTeMH (IIpU NporpaMyBaHHI B 30Cepei-
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