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AHAJI3 YACOBMUX NMOKA3HMKIB LUMDPYBAHHS/OELLUNDPYBAHHA DANIIB
BA3 JAHUX MEOUYHUX IHOOPMALINHNX CUCTEM

€. b. JloniH
HaykoBo-aocaigHui IHCTUTYT npobsieM BiiCbKOBOI, MeauLUmHu 306poriHux Cun Ykpainuv

Y. cTatTi y BUrnsai KOHKPeTHOro Npukiaay HaBeaeHi pesynsTati AOCAiAKeHb CTOCOBHO Yacy WwndpysaHHs/aewmdpy-
BaHHs dainis 6a3 AaHNX MeaUYHKUX iHDOPMALINHUX CUCTEM, NPOBEAEHOTO 3 BUKOPUCTAHHAM TPbOX NPUHLMMOBO PI3HUX
anropuTMiB, CKNaA0BUMU HACTUHAMU SIKUX, Y CBOIO 4EPryY, € Kpuntoanroputm Blowfish. BctaHOBNEHO, WO WNgxom onTu-
Mizauii poboTu anropuTMmiB nporpamHoro 3abesneyeHHs MOXJIMBE 3MEHLUEHHS Yacy wudpyBaHHa/aewndpyBaHHs
BiIHOCHO Benukux dainnie (aecsTkn merabanT) A0 NPUAHSTHUX A9 NOBCAKAEHHOTO BUKOPUCTAHHS BEJIUHUH.

Kniouoei cnoea: anroputm Blowfish, wsuaxicts wudpysaHHa/aewmndpysaHHs, wudpysaHHsa/aewmdpysaHHs gainis.

AHAJIN3 BPEMEHHbIX NMOKASATEJIEN LLUIN®POBAHUS/AELLINDPOBAHUA
GAWUJI0B BA3 JAHHbIX MEOUUUHCKNX MHOOPMALIMOHHBLIX CUCTEM

E. B. JlonuH

HayuHo-uccnenoBate/ibCkuii UHCTUTYT NpoOJieM BOEHHOW MeAnLnHbl BOOpyXEHHbIX Cui
YxkpaunHbi

B ctatbe Ha KOHKPETHOM MpUMEpPe MpUBEAEHbl Pe3ynbTaTbhl UCCNEAOBAHUA OTHOCUTENBHO BpeMeHu windposaHus/
Aewndposanus dainnos 6a3 AaHHbIX MEAULUHCKUX MHGPOPMALMOHHBIX CUCTEM, NMPOBEAEHHbLIX C UCMNOJSIb30BAHNEM pPa3-
paboTaHHbIX TPEX MPUHLMNNANBHO Pa3HbIX aNrOPUTMOB, NCNOSb3YIOLLIMX, B CBOKO OYEpEeb, Kak COCTABHYIO YaCTb KPUMTO-
anroputm Blowfish.

VccnepoBaHus npoOBOAMAUCH C UCNONb30BAHUEM creuuansHo pa3paboTaHHoit (B cpeae nporpammunposaHus Delphi 7)
KOMMbIOTEPHON Nporpammsl “Generators” (aBT. Ha3BaHME) M BYX KOMMbIOTEPOB ycTapeBsLuelt KoHdurypauum, cobpaHHbix
Ha 6a3e npoueccopos Intel Core 2 Duo E8400 n DualCore Intel Pentium E2180.

MpoBeagHHbIE NCCNEA0BaHMS NMO3BONUAN YCTAHOBUTbL, 4TO WnudpoBaHue/aeundposaHue ¢Gainnos ¢ UCNONbL30OBAHUEM
nepBoro pazpaboTaHHOro anropuTMa, Npu BbINOAHEHUU KOTOPOTO OCYLLECTBASETCH MHOMOKPATHOE 06 paLLeHne K XecCT-
KOMY AMCKY BCNEACTBUE CUMTbIBAHUS U 3anucu 610koB padmepom 8 6aiiT, 3aHMMaeT HaMHOro Gonblue BpeMeHu (npu-
6nu3uTensHo B 10 pas), yem wudposaHme/aewmdpoBaHme ¢ UCNoMb30BAHUEM BTOPOro U TPETLErO anropuTmoB, npu
BbINOJSIHEHUN KOTOPbIX 0OpaLLeHUe K XXEeCTKOMY AMCKY OCYLLECTBASETCSA ANS CUMTLIBAHUS U 3anucu ¢aina uenmkom, To
€CTb OAHOKPATHO.

B cpaBHEHUU C TPETBUM aNrOpuUTMOM, B XoAe paboTbl KOTOPOro BCE Onepauun OCYLLECTBASIOTCS TONIbKO B UCXOAHOM
6ydepe, Npu MCNoNb30BAHUM BTOPOro anroputmMa MHOMOKpPaTHOE KOMMPOBaHWE B ONEPATUBHOW NamsaTv KOMMNbIOTEPa
6nokoB nHdopmaummn no 8 6ainT 3ameanaeT ckopocTb WudposaHua/aewmndposanus dainna pasmepom 80,97 merabaiit
Ha o6oux KoMMblOTEpPax B cpeaHem npubnuautensHo Ha 1 ¢ (P<0,001).

Takum o6pa3om, HaumeHblLee Bpems WwindposaHus/aewmndposanus daiinos (3,7-3,63 ¢ n 6,56-6,6 ¢ ans AByx BbilLe-
yKasaHHbIx KoMNbloTepoB u daiina pagmepom 80,97 merabaiit) 66110 AOCTUMHYTO MPU UCNONL30BAHUN UMEHHO TPETLETO
anropuTma, KOTopblii NpeaycMaTpuBaeT OAHOKPATHOE oBpaLleHne K XXECTKOMY AMCKY ANs CUUTbIBAHWUS/3anucu daiina u
ocyulecTsneHune wndposaHus/aendpoBaHnsi HENOCPEACTBEHHO B Oydepe namstu, B KOTopbld 06pabaTbiBaembiit
dainn cunTbIBAETCH.

B pesynbTate BpemeHHble nokasatenu wudposaHus/aewndposaHns Gpannos, NoayYeHHbIE MPU MCNONL30BAHUN BTO-
pOro v TPETLErO ANrOPUTMOB, NMO3BONAIOT CAENATb BbIBOJ, MPO LEnecoobpasHoOCTb U NPaKTUHECKYIO MPUMEHUMOCTb Kak
mMeToaa kpuntorpaduieckoit 3awmTsl MHbopmauun wndposarus dalinos 6a3 AaHHbIX MEAULMHCKUX MHGOPMALMOH-
HbIx cucTeMm. [Mpu aToM OTHOCUTENBHO GONbLLONK pa3vep ¢hannos (AECATKA U COTHU MerabainT) He SBNSIETCS KPUTUHECKUM
NPenaTCTBMEM /151 YCAELUHOMO U KOMMOPTHOrO MCNOb30BAHUS C LEenbio KpunTorpaduieckon sawmtsl nHbopmaumm
LW pPOoBaNbHLIX KOMTMBIOTEPHBLIX MPOrpamMMm UM OTAENbHbIX, BCTPOEHHBIX B NporpammHoe obecnedeHne, npouegayp v
bYHKUNIA.

KnioueBblie cnoea: anroputm Blowfish, ckopocTts windposanus/gewndposarus, wndposarue/aewndposaHne dai-
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ANALYSIS OF TIME DISTANCES OF ENCRYPTION/DECRYPTION OF MEDICAL
INFORMATION SYSTEMS DATABASES FILES

Ye. B. Lopin
Research Institute of Military Medicine of Ukraine Armed Forces

In the article on the specific example the results of studies medical information systems databases files encryption/decryption
time have been presented. The present studies are performed using the developed three fundamentally different algorithms,
that include Blowfish encryption algorithm as a part.

The studies were performed using a specially developed (in the programming environment Delphi 7) computer program
“Generators” (author’s title) and two computers having obsolete configuration and assembled with the Intel Core 2 Duo
E8400 processor and the DualCore Intel Pentium E2180 processor.

The studies have established that the encryption/decryption of files using the first developed algorithm during execution of
which multiple access to the hard drive for reading/writing of 8-byte information blocks of is implemented, takes much
longer time (about 10 times) than the encryption/decryption using the second and third algorithms during execution of
which access to the hard drive for a file reading/writing is performed once.

In comparison with the third algorithm during execution of which all the operations are carried out only in the starting
memory buffer, while using the second algorithm multiple copying process into RAM 8-byte information blocks of slows
down encryption/decryption a file with the size of 80.97 MB on both computers an average of about 1 s (P<0,001).

Therefore the least time encryption/decryption offiles (3,7-3,63 s and 6,56-6,6 s for two above-mentioned computers and
a file with the size of 80.97 MB) has been achieved by using just the third algorithm, which provides a single access to the
hard drive for reading/writing of a file and a file encryption/decryption directly in the starting memory buffer into which the
processed file is read.

As aresult, time distances of files encryption/decryption, obtained with the use of the second and third algorithms, allow us
to conclude about the desirability and feasibility of encryption of medical information systems databases files as a method of
information cryptographic protection.

Under such conditions the relatively large size of the files (tens or hundreds of megabytes) is not a critical obstacle to a
successful and comfortable use of cryptographic information protection using encryption software or separate embedded in

other software functions and procedures.

Key words: algorithm Blowfish, encryption/decryption speed, files encryption/decryption.

Beryn Ta akTyasIbHICTB. AHATI3 MPUHAHATHX Y CBITI
MIXOMIB JI0 PO3POOKH KOMITIEKCHUX CHUCTEM 3aXHUCTY
iH(pOopMaIlii Tokaszye, 1o OKpiM TeXHIYHUX (arnapaTHUX )
MPUCTPOIB (TIPUIAIiB) Ta BIAMOBITHAX OpraHizalifHux
3ax0/1iB e()eKTUBHUM € BUKOPUCTAHHS IPOTPaMHO-TeX-
HIYHUX 3ac00IB 3aXUCTy iHPOPMAILIL, Y TOMY YHCTTi 3a-
co0iB kpunTorpadiuHoro 3axucTy iHdopmariii ado, ro-
BOPSTYM MPOCTOIO MOBOIO, IIPOrPaMHOTo 3a0e3MeueHHS,
npu3HaveHoro Ams mugpyesanss qanux [ 1]. Tlpu ipomy
MO>Ke BUKOPUCTOBYBAaTHUCh K IIM(PYBaHHA AaHUX, SKi
ByKe TTOTIM (TTicITst g pyBaHHst) 30epiratoThes J10 daii-
Ty [2], Tak i mmdpyBaHas Ge3rmocepeAHLO KaTaloriB Ta
¢aiinie, y Tomy yucni ¢aiinie 6a3 1aHUX MEIUIHUX
iHpOpMAITITHAX CUCTEM.

TlonepeHi nocmikeHHs B 1aHiii 00macTi mokaz3aim,
110 OJTHUM 13 OCHOBHUX HalpsIMKiB BUKOPUCTAHHS 3a-
co6iB kpunTorpadivyHoro 3axucty iHdpopMmailii B aBTo-
MaTU30BaHUX iHpOpMAIIIHHUX cucTeMax € 3abe3rneyeH-
Hsl 30epiraHHs B 3aXUIIeHOMY (3allMdpoBaHOMY) BU-
sl iHpopMarii, HeoOXigHOT TS iAeHTUdIKaIiT
KOHKPETHUX 0¢i0 (Tak 3BaHUH ““eNleKTPOHHUN Mimmc”
[ 1], mapomi Ta iH.), a TakoX JIesKO1 1HII0T KOH(eHITi -
Hoi iHdopMartii (Tpo mmaTi>kHi 6aHKIBCbKI KapTH, TIepco-
HaJLHHX JaHUX Ta iH.).

Hecknagno mpurycTuty, 110 36epiradHs B 6azax jla-
HUX 3alnpoBaHOT YUCIOBOT, CHMBOJIBHOI (TEKCTOBOI)
Ta iHI01 iH(opMAaITii 3HAMHO 0OMEeKyBaTUME MOMKITUBOCTI
il aBTOMaTH30BaHOT 0OPOOKH Ta BUKOPUCTAHHSI 3 TIOIIIY-
KOBOIO MeToro SQIL.-3amuTiB, BHACIIIOK YOro OUIBII
JIOLTEHUAM B JISSIKUX BUTIQ/IKAX MOXKe OyTH BUKOPUCTaH-
Hs came mmdpyBaHHs daiinie 6a3 TaHNX.

3BicCHO, KITFOYOBUM ITUTaHHSM B LIbOMY BUTIQ/IKY € BU3-
HaueHHs MaKCUMalbHO MOXKITMBOT IIBUJIKOCTI, 3 SIKOIO
Mornmu 6 mudpyBaTuch Ta JAemudpyBaTuch JA0CTar-
HBO BeluKi aiimm 6a3 nanux. OKpiM MBOTO, 1OCTi-
HUKIB Ta IHIIUX YATaYiB MOXKYTh 3aI[iKaBUTH ONITHMi-
30BaHi 3 METOK 3MCHIIICHHS BUTpAT yacy Ha wWudpy-
BaHHsI/JIeM(pPYBaHHS alTOPUTMU pOOOTH TIPOT PAMHOT'O
3a0e3meyeHHs.

BuiieHareneH1 MipKyBaHHS, BUMOTHY cTarei 3akoHy
Vkpainu “TIpo 3axuct nepcoHanbHUX JaHuX” Bij 1 yep-
BHA 2010 poxy Ne 2297-VI [4], a Takok IpakTHYHA
BiZICYTHICTB iH(pOPMAaTUBHUX TTyOTiKallii 3 1aHOi TeMa-
THKH B HAyKOBUX BUJIAHHSIX Ta IHIIMX IIMPOKOJOCTYTTHUX
Jukepenax iHdopMartii (IHTepHeT, ToBiIKOBa HiTepary-
pa) 00yMOBITFOE MOKITMBHH iHTEpec, SIKU MOXKe BUKITH-
KaTy HaBeJIeHe HIDKYe JJOCTIIKCHHS Y TIeBHUX KaTeropii
YHUTaYiB (MOTEHIIHHAX 3aMOBHHUKIB MeJIMYHUX iHpOpMa-
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LIHAX CUCTEM, TIPOTPAMICTIB, CTICIIANICTIB 13 3aXUCTY
iHpopMartii Ta iH. ).

Mertoto gaHoTO0 AOCHiKEeHHs OyIa KiTbKicHa OLliHKa
YacOBHX MapaMeTpiB (MOKa3HUKIB) IMppYyBaHHS/ IeTud-
pyBaHHs (aitmie 0a3 JaHUX MeTUYHUX iHPOpMaITIHHIX
CHCTEeM, a TaKoX OIliHKa BiJIMOBIZIHOCTI JJAHUX Tapa-
MeTpiB cy0 eKTUBHAM KpUTepisiM KoM(OpPTHOCTI pobo-
TH KOpUCTYyBa4ya MeJIMYHOT iH(pOpMaIliiiHOT CHCTEeMH.

Marepiann Ta MeToaH J0CTiTKeHb. [ poBe-
JICHHS! /1aHOTO JIOCUTH CKJIa/THOTO 32 CBOED TMPUPOIOIO
JIocITi/KeHHst Oyria BUKOpHCTaHa CriellialTbHO po3pollieHa
(B cepenormii iporpamysanss Delphi 7) komm torepHa
nporpama “Generators”, sika 3a CBOIM IMPU3HAYCHHIM
He € 3ac000M KpunTorpadgiuyHoro 3axucty iHdpopmartii.
Okl mmdpysaHHs/nemmdpyBaHHs B AaHii mporpami
peanizoBaHi i3 BUKOPUCTAHHSAM He3alaTeHTOBaHOTO Ta
JIO3BOJICHOTO /17151 BUTBHOTO BUKOPUCTAHHS CUMETPUYHOTO
kpuntorpadiudoro anropurMy Blowfish [5].

Jnst mmgpyBaHHS BUKOPUCTOBYBaBCs aJlalTTOBaHUIA
JUTsl BUKOHAHHS HAYKOBUX JI0CTI/KeHb (haiin 6a3u JaHux
00miKy TiporikoBaHUX XBOpUX [0MOBHOTO BIHCHEKOBOTO
KJTIHIYHOTO rocmiTamo MiHicTepeTBa 000poHN YKpaiHu
(3apa3 I'omoeHMIA BificbKOBO-ME/TUIUHMINA KITIHIYHUH [IEHTP
Miwnicrepctea 06oponn Ykpainn) B popmari Microsoft
Office Access 2003 (*.mdb) pozmipom 80 969 728 Oaiit.
B skocTi kimoya jutst mmdpyBaHHS/ netmdpyBaHHS BU-
KOpUCTOByBallach  MOCHIOBHICTb  CHMBOIIIB
“lgqw,kg785103mgk;drtyepslc™.

JI71st BUKOHAHHS /10 CITi/IKEHHS! BUKOPUCTOBYBAITUCE 2
KOMIT FOTEpH i3 BCTAHOBJICHOIO OTepaLiifHOI CHCTEMOIO
Windows XP HacTyrHOT KoH(irypartii:

Nel — mportecop Intel Core 2 Duo E8400, 3000 MHz
(9x333), marepuHcbka rmmata ASUSTeK Computer INC
P5G41T-M/USB3, cucremna ram’sitb 3584 M6 (DDR3-
1333 DDR3 SDRAM), eineoananrep ATT Radeon HD
5600 Series (1024 M6), muckoewnii Hakormaysad Hitachi
HDS721032CLLA362 (32016, 7200 RPM, SATA-II);

Ne2 — mpottecop DualCore Intel Pentium E2180, 2000
MHz (10 x 200), cuctemua mmata Biostar GF7100P-
M7S (2 PCIL, 1 PCI-Ex1, | PCI-E x16,2 DDR2 DIMM,
Audio, Video, Gigabit LAN), cucremna mam’ste 1024
M6 (DDR2-800 DDR2 SDRAM), eigeoananTep
NVIDIA GeForce 6600 GT (128 M0), auckoBuii Hako-
nmuuyeady SAMSUNG HD200HJ (200 I'6, 7200 RPM,
SATA-II).

JlocmiokeHHs BUKOHYBaIA HACTYITHUM YMHOM: CTBO-
proBamm 10 koriii BUIIIeBKazaHOTO (aiiy, siki mmdpyBa-
JUCh, a MOTIM AelndpyBanuch. s JoBeACHHS
THIMHOCTI 3aJIe;KHOCTI Yacy mudpyBaHHs Bifl po3Mipy
(haiimy BUKOpUCTOBYBATHCE (hparMeHTH (haliItie, OTprUMaHi
3a JIOMIOMOTO0I0 KOMII'toTepHoro mporpamu Total

Commander Bepcii 7.55. Hndpysanns 1mx pparMeHTiB
3iticHoBanock 1o 10 pa3ie, Ticis 4oro BU3HAYAINCh
cepe/THe aprUMeTHIHE Ta HII TOKa3HUKH.

PesyabraTu gociimkeHb Ta iX o0ropopeHHs. s
OLHKH IIBW/IKOCTI IIM(pYBaHHS/ AevbpyBaHHS (paiITie B
XO71i TIJITOTOBKM JIAHOTO JIOCITI/LKEHHS OyITi po3po0ieHi
300pakeH1 Ha pUCYHKY 1 alrOpUTMH, B SIKUX € TIOCHITAHHS
HaTIporpamMHy pearizarito (mpotieypy EncryptBlowFish 1)
Biytomoro kpurrtoanropurmy Blowfish [5]. Takox pozpo6-
TieHi, 6arato y YoMy ileHTUYHi 300paskeHUM Ha puc. 1,
ANTOPUTMU JICLLI(PYBaHHSL, B SIKOCTI CKITa/I0BOI KUX BU-
kopuctana riporienypa DecryptBlowFish 1, Ha pucynkax
B LI CTATTI HE HABOISTHCA.

Ha nanwii yac y cBiTi po3pobIeHO Ta BUKOPUCTOBYETh-
cs Oarato kpunrorpadivuanx anroputMie (IDEA [6],
Twotish [7],AES [8], DES 9], Triple DES [10], RC6 [ 11],
SEED [12], Camellia [13], CAST-128 [14], XTEA [15],
“TOCT 28147-89” [ 16] Ta in., muB. pecypc Mepexi Internet
“http://ruwikipedia.org/”’), pakTHYHO KOKEH 3 HUX MOJKe
OyTu BUKOPHUCTAHWH SIK CKI1a/10Ba YacTHHA alTOPUTMIB,
300pakeHUX Ha PUCYHKY 1, a amropurMm Blowfish Gye
00paHuii TITEKU TOMY, TII0 BiH € He3araTeHTOBaHUM Ta
BLITBEHO PO3MOBCIO/KYBAHUM |5 |, OKpIM IHOTO iCHYE JT0C-
TaTHBO HaraTo HOTo MPOTPaMHUX peaTizarlii.

Sk Gaunmo Ha pUCYHKY |, s 3UNTYBaHHs-3aIUCY
(aiimie B yCixX TPHOX alTOPUTMaxX BUKOPHUCTOBYBAITUACH
cranfapTHi gynkiii Delphi FileRead Ta File Write, Bupi-
JIeHHsI TlaM’sITi 3/1iHcHIoBanoch ¢yHkuieto AllocMem,
komitoBaHHS — CopyMemory [17, 18], Ge3nocepeHbo
umdpyBaHHs 31IHCHIOBAIOCH i/l Yac BUKOHAHHS (po-
6otu) porierypy EncryptBlowFish 1, inmmi mosicHeHHS
JB. Gesrocepe/THRO MicTs puc. 1.

TTin yac pobOTH TIEPIIOTO ANTOPUTMY 3/1IHCHIOETHCS
3YUTYBAHHS 3 BHUXIJTHOTO (haiinmy (3 JeCKpUNITOPOM
FileHandle 1) 6nokie mo 8 Gaiit 10 obmacTi mam’sTi
Buffer (mepeminna-nokaxunk tarmy PChar), micrs mmd-
pyBaHHsl JlaHi OJIOKU 3alUCYIOTECS JI0 PE3YIIETYHOUOTO
(zamudporanoro) ¢aiiny (3 JECKPUITOPOM
FileHandle 2).

B npyromy anropurmi (y teHTpi Ha puc. 1) 10 obmacti
nam’siti (Oydepy) Buffer All (mokasxumk tumy PChar,
nue. [17]) 3uuTyeThes ofipasy yBech BUXiTHUN (aiin
(FileHandle 1), micns voro 3 Heoro jio 0ydepy Buffer
¢dynkiiero CopyMemory KomitoroThes OITOKH 110 § GaidT,
SIKI TTCITS TN PYBaHHS KOTTFOOTECS 10 Pe3YIBTYHOUOTO
oydepy Butfer All Result (Takok mokaxuuk THITY
PChar), a 3 HbOTO BiKe 3aIUCYIOTLCS JI0 PERYIETYHOUO-
ro datiny (FileHandle 2).

Tperiit anropyuT™ HaAWOLTBII TIPOCTHIA cepefl YCiX — A0
Oydepy Buffer Allzuntyerbest onpasy yBech BUXiAHUT
¢aiin (FileHandle 1), micnst mmdypyBasss 1aHAx 6€3110-
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cepeTHRO B KOMipKax mam ’sTi 1iboro Oydepy 3ammdpo-  mumm. Jpyruit BapiaHT moOyI0BH alTOpUTMY, Y CBOIO
BaHa iH(pOpPMALLisl 3aITUCYETHCS JI0 Pe3yNBTYIOUOTO (aii-  yepry, I03BOUTE OLIHUTH Yac, II0 BUTPAyaeThesl Ha
y OararokparHe 3/1iiCHeHHSI oTieparlili KOIiFOBaHHS B TIaM-

HeckiaiHO MPHUITYCTHTH, IO came TI11 Yac BUKOPUC-  'sITi, a MepIInii — yac Ha OaraTokpaTHe 3BepHEHHS 10
TaHHS TPETHOTO TIPUHLIMITY TOOY/I0BM allTOPUTMIB Yac  KOPCTKOTO JMCKA TSl 3YMTYBaHHS/3amicy ONOKIB po3-
mmdpyBaHHS/ e pyBaHHS TOBUHHMH OyTH HaliMeH-  MipoM y 8 GaiiTiB.

Puc. 1. Anropurvu mudpyBaHHs (aiinis (epIyii BapiaHT TiBOPYY, IPYTHA Y TIEHTpI, TpeTiH MpaBopy4):

FileSeek — ¢ynkuis Delphi, 3a tomomororo skoi 30iHCHIOETHCS HABITALLIA B Mekax (aiiy 1, y ToMy YHCIIi, BU3HAYAETHCS
po3amip ¢aiimy, sxuii notim 36epiraeTbes 1o mepeminHoi FileLength (Tum Integer);

BlockCount — nepemiana Thma Integer, KimbkicTs y ¢atini 6mokiB mo § Oafir;

SizeOf — ¢ynkuis Delphi, 3a toromMoroio skoi BU3HaIaETHCA po3Mip B GalTax mepeMiHHIX a00 OLTBII CKNaTHUX 00’ €KTIB;
AllocMem — ¢ynkuis Delphi, 3a mormomororo sikoi BUALIAETbCA 00nacTh Mam’ sITi, Ha SIKY BKa3yloTh mokaxuuku Buffer,
Buffer AlluBuffer All Result;

CopyMemory — @ynrkis Delphi, ska 103B0m1€ BUKOHATH KOTIIOBaHHA 06paHOi 0011acTi ITaM 'sITi 10 1HIIOf;

ZeroMemory — ¢ynxkitis Delphi, mo q7o3Bomnse 0uicTUTH BKazaHy 0011acTh TTam’sITi;

FileHandle 1wuFileHandle 2 —inenTugikaropu Buxigroro daiiny Ta 3ammdporaHoro/ emmgposanoro daiiny;
EncryptBlowFish 1 —nponenypa nmdpysanns 610ky 3 8 6atiTis (procedure EncryptBlowFish 1(CrData: PCrBlock; const
CrContext: TCryptoContext););

TCryptoContext —Tut ganux, sskuii MictuTh B co0i aBa MacuBH (TCrKeyArray = array| 1..18] of Cardinal; TSBoxes= array|0..3,
0..255] of Cardinal;), HeoOxixHUX 17151 BAKOHAHHS MPOLIeAypH AP PYBaHHS;

TCrBlock — tim manmx, 1o semste co6oto macue i3 mBox miymx gncern (TCrBlock =array[0..1] of Cardinal;);

PCrBlock — tvm qanmx, mo sBmsie coboro nokaxunk Ha xani Tumy TCrBlock (PCrBlock = TCrBlock:):

Block — mepeminna (tum PCrBlock);

FContext — mani (macusi) Tumy TCryptoContext;

FileRead Ta FileWrite — ¢ynkuii Delphi s 3unTyBanss ta 3anucy ¢aiimiis.
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Bumeornmicani anropuTMH APy BaHHsL, 8 TAKOK PO3-
poOIieHi Ha 1X OCHOBI Ta 6arato y YoMy ileHTH4HI iM
aNTOPUTMHU JietindpyBaHHs, OYITH peatizoBaHi B CTielli-
aTbHIW JOCMIAHUIBKIA KOMIT FOTepHIN TpoTpami

“Generators” (puc. 2), sika 3a JIOIOMOTOFO CTelliaTbHAX
CNIeMEHTIB YTpaBIiHHS JI03BOJISE PeECTPYBaTH vac 1o-
YaTky Ta 3akiH4eHHs poOoTH mpoleyp mudpyBaHHs/
JetmdpyeanHs daiinis (puc. 3).

Puc. 2. Tonoena ¢popma niporpamu “Generators”, 3a JJOTTOMOTORO SIKOT IIPOBOIMITACH BUMIPIOBAHHS (peecTpartis)
yacy mmdppyBaHHs/ nemudpyBaHHs.

Puc. 3. ®opma niporpamu “Generators”, Mpr3HaYeHa JUIs BUBOAY KOPUCTYBaYy pe3ylbTaTiE BAMIPIOBaHb
(peecTpartil) yacy M pyBaHHs/ e ppyBaHHSL

Yacori mokazHukH MdppyBaHHs nemdpyBaHHSI MPo-
rpamoto “Generators” ¢aiiny 0a3u JaHUX MeJIUIHOT
iHpopMariitiHoi cuctemu “GVKG 2002.mdb” ta #ioro
KO Ha JIBOX PI3HAX KOMIT FOTepax 3acTapinoi KoHpiry-
pattii (AMB. MaTepiamy Ta METOAM JOCTI/KeHb Ha TIo-
YyaTKy cTaTTi) HaBeJieHi B TaOmui 1.

3 nanux Tabmui 1 Gaummo, 1o mmdpyeaHHs/ netmd-
pyBaHHs 3 GaraTroKpaTHAM 3BEPHEHHSM J10 JKOPCTKOTO
JUCKyY (Tiepimii BapiaHT TOOY/IOBH alTOPUTMY ), STKE
3/IIACHIOETHCS BHACHTI/IOK 3UMTYBAHHS Ta 3aIicy ONOKIB
o 8 Gaiit, 3aiimae Habarato OLTBIIE Yacy, HixK mudpy-

BaHHS/IeIIN(PYBaHHsI 3 OTHOKPATHAM 3UHTYBaHHSIM J10
OTIePaTUBHOI TIaM ' sIT1 0/Ipazy BehoTo (haiiiny (BiAMIHHICTD
aKcioMaTHU4HO JIocToBipHa). OJTHAK CITiJT BIAMITUTH, 11O
B IIbOMY BUTIaJIKy MOTPiOHMIA MiHIMaITEHUI 00CsT OTe-
paTUBHOI TIaM’sITi — BChOTO § OaiiT.

TTin vac mmdpyBanHs/nemmdpyBaHHs 3 OJTHOKPaTHAM
3BEpHEHHSIM JI0 KOPCTKOTO JIMcka OaraTokparHi ore-
paltiii KoTitoBaHHS B OTIepaTHUBHIN TTaM’sTi OJIOKIB 1Mo 8
OalT (pyruii BapiaHT TOOY/IOBK aJiTOPUTMY ) 13 BUXI/I-
Horo Oydepy, B SIKUI 3aBaHTaKyeThes (paiii, 1o Tpo-
MDKHOTO 1, TIOTIM, JI0 Pe3ybTyHOUOTO, YITIOBUTEHIOIOTh
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JlaHuii mpouec s ¢aiiny posmipom 80,97 merabaliT
BCBOTO MpUOII3HO Ha | ¢.

JlorivHo NPUITYCTUTH, IO 3MiHA po3Mipy (aiiry, sSIKuii
umpyeThest, MPU3BeIe /10 BiATIOBITHOT 3MIHH Yacy 1md-
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TA IHXKEHEPIA

pyBaHHs. Sk 6auMMo Ha pUCYHKY 4, MOCHTiZIOBHE
30LIbIIeHHS po3Mipy daiiny 6a3u ganux 3 » 10 10 »100
MerabaiT MPU3BOANTE 0 HIHHOTO 301TbIIeHHS cepe/l-
HBOTO Yacy mudpyeanns (=10, P<0,001).

Tabmns 1. Yac mmdpysanns Ta netmdpysants daitmy 6a3u JaHUX 3 BUXITHUM po3Mipom 80 969 728 Haiit

Ockinpku Blowtish € cumeTpryHiM KpuTITOATT OpPUT-
MOM, He MoTpeOye JI0BeACHHs TBEPUKCHHs, IO 4ac
JemmdpyBaHHs MPUOTU3HO OyJie OPIBHIOBATH Yacy
mmgpyeaHHs (JTUB. TakoK Tabm. 1) i mpu 3MiHi po3Mipy
(aiimy Oyae 3MiHIOBaTUCH PUOM3HO Tak caMo JiHIIHO,
SIK 300pakeHo Ha pUCYHKY 4.

Takum YHHOM JIOCATHYTI YaCOBi MOKA3HUKHU, HaBeIeH]
B cTOBIMIMKaX 6—7 Ta 12—13 Tabnui 1, a Takoxk 300pa-
JKeHi Ha pUCYHKY 4, Ha Halll OIS, 1OCTaTHi s TTpak-

THYHOTO MOBCSKICHHOTO BUKOPUCTaHHS APy BaHHs/
JetudpyBaHHs TabIHIE 0a3 TaHUX MeTUTYHUX iHOP-
MallifHux cucteM. B pesynbrari mmdpyeanas/nemmd-
pyBaHHS, Ha Halll TOTTIS/], MOKE BUKOPHUCTOBYBATUCh
IIOHAMEHIIIe B HACTYITHUX BUTTA IKAX:

— i1 Yac BijIMpaBeHHs 3a I0MOMOroro Mepeski Internet
Koriit abo hparMeHTiB (OKkpeMuX (aiiiB) 6a3 TaHUX 3 cep-
Bepa Ha KITIEHTCHKHI KOMIT FoTep ab0 HaBMakH 3a JI0ToMO-
roto FTP-nipotokomy abo Gy/ib-SIKMM 1HIIIM CTIOCOO0M;
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Puc. 4. 3anexHicTh cepe/IHROTO Yacy mmdpyBaHHs (ailmy Biff Horo po3mipy.

— Mij] Yac MepecuanHts Komilt 6a3 JaHuX 3a JIOTIOMO-
TOIO ENIEKTPOHHOT MOLLITH;

— HaTIOYaTKy Ta HAIPUKIHIY ceaHcy poOOTH KOPHUCTY-
Baua 3 023010 JIJaHUX MEeJTIYHOT iH(OPMAIIHHOT CUCTeMHU
y BUTIAIKY 30epiraHHs TaOnuIlh 6231 TaHUX B 3aXHIIe-
HOMY (3armppoBaHOMY ) BUTITSITL.

B crarTi HaBeneHi pe3ynsTaTé JI0CTiKeHb KpaiHix
BapiaHTIB — 3UUTYBaHHs/3aITC MiHIMATBHUX OJOKIB
(8 GaiiT) abo MaKkCHMaITEHO BETUKHUX (32 po3MipoM dati-
y). Hacripagni posmip yactku (6710KY ) (haiiry, stk 3um-
TY€eTbCS 32 OIMH pa3, MOXKE BapitoBaTH y BKa3aHOMY
Jliara3oHi Ta YacTo BU3HAYAETHCS (PaKTHYHO Ha PO3CY/T
TporpamicTa-po3poOHUKa. TecToBi 3aImycku IesIKuX HId-
PYBaILHUX KOMIT FOTEPHUX TPOTpaM, A0CTYITHUX /15l 3a-
BaHTaXeHHs1 B Mepeski Internet (Hanpukiias, mporpama
I bpayna [19]), cBiguars, 1110 po3poOHUKU BBazKarOTh
3a Kpallle BUKOPUCTOBYBaTH OJIOKH BITHOCHO HEBEITMKO-
ro po3mMipy (>5 MerabaiiT), ane MpakTUYHO HIKOIH He
BUKOPHCTOBYIOTH OJIOKU pO3MIpOM B JIeKinbka OaiiTis (8
Ta O1bIIIe), IO JI0/IATKOBO TT/ITBEP/IKYE MPABUIIEHICTh
3arpOTNOHOBAHUX B JIaHiH CTaTTi TTIXO/IB /10 TIPUCKOPEHHS
niporiecis mmgpyBaHHsy et pyBaHHs haiie.

BucnoBkmn. 1. B X011 BUKOHAHHS TAHOTO JOCIIKEH-
Hs Oyna JloBeJieHa JIOIUTBHICTE Ta MpakTHYHA 3aCTO-

COBHICTB METOTY KpUTITOT papiHOT0 3aXucTy iH(opmariii
umdpyBanHsl (aiiiis 6a3 JaHUX MeTMYHMX iHpOpMartiii-
Hux cucteM. Ipu poMy Gyro 10BeIeHO, 110 BiTHOCHO
BeNUKUM po3Mip QaiiiiB (1ecaTky Ta COTHI MeralaiT)
HE € KPUTUYHOKO MePEIIKO/IO0 JUTS YCTIIIITHOTO Ta KOM-
(hOpTHOTO BUKOPUCTAHHSI 3 METORO KPUTITOTpadigHOTO 3a-
XHUCTY iH(popMallii mudpyBaTEHAX KOMIT FOTEpHUX TTPo-
rpam abo OKpeMuX, BOY/IOBaHHX JI0 1HIIIOTO' TpoTpam-
HOT0 3a0e3TeyeH s, potieyp 1 PyHKITHN.

2. BeraHoBneHo, 110 BUKOHAHHS TIPOLEAYpP MHppyY-
BaHHs/ et pyBaHHS B OTISPAaTUBHIH TTaM’ sITi KOMIT 10~
Tepa abo 1HIIOTO OOUUCITHOBAIIBEHOTO TIPUCTPOO 3 OfI-
HOMOMEHTHHM 34NTYBaHHSIM Ta HACTYITHUM OJTHOMO-
MEHTHHUM 3amvcoM ¢aiiy Ha Hociil (3KOpCTKuUil TUCK)
3NIACHIOETECSI 3HAYHO (TTpuOIM3HO B 10 pasiB) mBua-
11e, Hi’K Y BUMA/IKY 3UMTYBaHH/3armucy iHdopmartii He-
BEITUKUMHU OIIoKaMH, Harpukiaja no 8 6auT. I1pu 1po-
My OaraTokparHe KoTitoBaHHs OJIOKIB iH(opmartii, ski
um@pyroThes/ A PYIOTHCS, B OTIePaTUBHIHN Mam’ STi
KOMIT'toTepa i3 BUXijiHOTO Oydepy 0OMiHY /10 iHIIMX
VTOBUTHHIOE MIBUKICTD MIM(PYBaHHS/ Aem(pyBaHHS
quist aiimy pozmipom 80,97 merabaiT B cepeAHLOMY
BianoeijHo Ha 0,959/0,917 (koM totep Ne 1, P<0,001)
Ta 1,07/0,93 ¢ (xomm’rotep Ne 2, P<0,001).

! Maetbes ma yBasi mporpamue 3a0e3reueHHs MEAUYHIX 1HDOPMAIIHIX CHCTEM.
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